
13.1 Introduction
The use of wireless communications in the industrial data com-
munications arena has generally been confined to applications 
where you cannot use anything else. This would include plat-
form-to-shore communications or transmission over very rough 
terrains. Nonetheless, wireless is being increasingly used in the 
industrial sector.

On the face of it, the lure of wireless is irresistible. Not only 
is there the direct elimination of cabling but there is also the 
elimination of marshalling points, control room cabinets, cabling 
systems and all associated labour costs for installing and main-
taining these systems. This represents a substantial saving.

Mobility it is another key factor. In a traditional cable-linked 
installation, moving a transmitter even a few tens of metres can 
involve considerable cost and can interrupt production. This 
problem is not encountered with wireless since it can be moved 
and installed much faster than a cable-based system. 

Furthermore, a wireless network infrastructure enables com-
pletely new solutions in areas where cables cannot be used, or 
can only be used with limitations, due to mechanical restrictions, 
security requirements, or other environmental considerations. 

Nonetheless, before jumping into the ‘wireless’ pond a 
number of issues have to be considered – not least is the ques-
tion of standards. A wireless link should entail only the physical 
layer used to carry the data. It should not be concerned with 
physical changes to the field instruments, the control panel, or 
the underlying software.

13.2 Electromagnetic radiation
Radio signals are a form of electromagnetic radiation – com-
monly abbreviated to EM. Any body with a temperature above 
absolute zero emits electromagnetic energy as a result of  
molecular thermal agitation. Depending on the kind of atom 
and the amount of energy, it can take the form of infrared, light, 
ultraviolet, or other electromagnetic waves – differing only in 
their wavelength and frequency. Figure 13.1 is a diagram of 
the electromagnetic spectrum showing EM radiation extending 
from just below the frequencies used for modern radio (at the 
long-wavelength end) through to gamma radiation (at the short-
wavelength end) progressing through microwave frequencies, 
infrared, visible light, ultraviolet and x-rays.

Figure 13.1: Diagram of the electromagnetic spectrum.

As shown, visible light extends from approximately 0.4 to 0.7 µm 
and infrared from 0.7 to several hundred or more micrometres. 

Bodies in the temperature range 0 to 2000 °C emit nearly all 
their radiation in the visible and near infrared spectrum. And, as 
the temperature of a body is raised, both the level and spectrum 
of the emitted energy changes (see Figure 13.2). 

Figure 13.2: As the temperature of a body is raised, both the 
level and spectrum of the emitted energy changes.

Generally, radio communications signals are expressed in terms 
of frequencies (see Figure 13.3) whilst technical microwaves 
and above are expressed in wavelength (see Figure 13.4). 

Figure 13.3: Radio communications signals are normally ex-
pressed in terms of frequencies. 

Figure 13.4: Technical microwaves and above are usually ex-
pressed in wavelength.
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13.3 The radio spectrum and frequency  
 allocation
Strict regulations govern the use of various parts of the radio 
frequency spectrum. Specific sections have been allocated for 
public use. All frequencies are allocated to users by a govern-
ment regulatory body. Table 13.1 illustrates the typical sections 
of the radio spectrum allocated for public use around the world. 
Each section is referred to as a band.

Table 13.1: The radio spectrum for public use.

Ultra 
High 
Frequency
(UHF)

Mid Band UHF 960 MHz

800 MHz

Low Band UHF 520 MHz

335 MHz

Very 
High 
Frequency 
(VHF)

High Band VHF 225 MHz

101 MHz

Mid Band VHF 100 MHz

60 MHz

Low Band VHF 59 MHz

31 MHz

High Frequency 
(HF)

30 MHz

2 MHz

Certain sections of these bands will have been allocated spe-
cifically for telemetry systems. In some countries, a deregulated 
telecommunications environment has allowed sections of the 
spectrum to be sold off to large private organisations to be man-
aged, and then on-sold to smaller individual users.

Application must be made to the government body, or in-
dependent groups that hold larger chunks of the spectrum for 
on-selling, to obtain a frequency and no transmission is allowed 
on any frequency unless a license is obtained.

The Industrial, Scientific and Medical (ISM) radio bands are 
reserved internationally for license-free error-tolerant communi-
cations applications and are defined by the ITU-R in 5.138 and 
5.150 of the Radio Regulations. 

Individual countries’ use of the bands may differ due to vari-
ations in national radio regulations. The bands in most frequent 
use are: 
• 900 MHz band (33.3 cm) (North America, Australia and Is-

rael) 
• 2.4 GHz band (12.5 cm) 
• 5.8 GHz band (5.2 cm) 

The 900 MHz (UHF) band features excellent range (500 m or 
better indoors) and wall penetration but, as indicated, is only 
available in a few countries. The 5.8 GHz band holds great po-
tential in terms of higher throughput, better noise immunity and 
smaller antennas. However, products are yet to be proved in 
the market. As a result, the 2.4 GHz band is the most widely 
used. Table 13.2 compares the three main transmission tech-
nologies used at 2.4 GHz.

Table 13.2: Comparison of the three main ISM transmission 
technologies used at 2.4 GHz.

Standard
(market name)

802.15.1
(Bluetooth)

802.11b
(Wi-Fi)

802.15.4
(ZigBee)

Application 
focus

Cable 
replacement

Web, e-mail, 
video

Control and 
monitoring

Bandwidth 
(kbps)

1000 to 3000 11 000 20 to 250

Transmission 
range (m)

20 (Class 2)
100+ (Class 1)

100+ 20 to 70, 100+ 
(external 
amplifier)

Number of 
supported 
nodes

7 32 65 536 per 
network

Battery life 
(days)

1 to 7 ½ to 5 100 to 1000+

Power con-
sumption 
(transmitting)

45 mA (Class 2) 
< 150 mA (Class 1)

300 mA 30 mA

Suitability for 
low duty cycle 
applications

Poor (slow connec-
tion time)

Poor (slow 
connection 
time)

Good

Spread spec-
trum technol-
ogy

FHSS DSSS DSSS

Benefits Cost, 
convenience

Speed, 
flexibility

Power, cost

13.4 Transmission technology
All three of the technologies indicated in Table 13.2 make use 
of a Spread Spectrum (SS) transmission technology that offers 
three main advantages over a fixed-frequency transmission. 
They are:
• Highly resistant to noise and interference. 
• Difficult to intercept.
• Able to share a frequency band with many types of conven-

tional transmissions with minimal interference.

As illustrated in Table 13.2, Bluetooth uses Frequency Hopping 
Spread Spectrum (FHSS) whilst both Wi-Fi and ZigBee use 
Direct-Sequence Spread Spectrum (DSSS).  

In FHSS transmission, the data signal is modulated with a 
narrowband carrier signal that ‘hops’ in a random but predict-
able sequence from frequency to frequency as a function of 
time over a wide band of frequencies. The signal energy is thus 
spread in time domain rather than chopping each bit into small 
pieces in the frequency domain. This technique reduces inter-
ference because a signal from a narrowband system will only 
affect the spread spectrum signal if both are transmitting at the 
same frequency at the same time. If synchronised properly, a 
single logical channel is maintained. 

The overall bandwidth required for frequency hopping is 
much wider than that required to transmit the same information 
using only one carrier frequency. However, because transmis-
sion occurs only on a small portion of this bandwidth at any giv-
en time, the effective interference bandwidth is really the same. 
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When using cyclic transmission, in which the transmitter uses 
all of the channels in a fixed period of time, synchronisation of 
the transmitter and receiver is achieved by picking a random 
channel and listening for valid data on that channel. The trans-
mitter’s data is identified by a special sequence of data that is 
unlikely to occur over the segment of data for this channel and 
the segment can have a checksum for integrity and further iden-
tification. The transmitter and receiver can use fixed tables of 
channel sequences so that once synchronised they can main-
tain communication by following the table. On each channel seg-
ment, the transmitter can send its current location in the table.

13.5 Network topologies
In general there are four basic topologies: point-to-point; star; 
tree; and mesh.

Point-to-point
In a point-to-point network, each device (e.g., Data Terminal 
Equipment (DTE)) communicates directly with another one – 
the wireless equivalent of an RS-232/422 communication link 
(see Figure 13.5).

Figure 13.5: In a point-to-point network each device communi-
cates directly with another one – the wireless equivalent of an 
RS-232/422 communication link.

Star 
The most common layout is the star network (see Figure 13.6) 
in which a central ‘hub’ or ‘master’ provides two-way commu-
nication with its ‘nodes’ out in the field. In an Ethernet-based 
network, this places all of the wireless devices into the same 
collision domain. 

 

Figure 13.6: In a star network, a central ‘hub’ or ‘master’ pro-
vides two-way communication with its ‘nodes’ out in the field. 

 A variation on this scheme is point-to-multipoint in which a 
single ‘master’ talks to several devices simultaneously – with 
the master broadcasting a message and all devices receiving 
and reacting to it. A further variation is the multipoint-to-point 
configuration in which a remote and devices communicate their 
data back to a central location.

Tree
A tree topology (see Figure 13.7) is similar to that employed in 
wired networks. Field devices are connected to a specific ac-
cess point which, in turn, is connected to another access point 
closer to the main base station.

Figure 13.7: In the tree topology, field devices are connected to 
a specific access point which, in turn, is connected to another 
access point closer to the main base station.

Mesh
In a mesh network each device passes data onto its neighbour 
until it reaches its destination (see Figure 13.8).

Mesh networking is used in applications where the range be-
tween two points may be beyond the range of the two radios 
located at those points. 

The mesh network allows intermediate radios to forward 
messages to and from radios that are out of range. Mesh net-
works also have the ability to self-heal – catering for continued 
communication in the event that a path should become ob-
structed or a radio should fail. If, for example, the radio at point 
C failed, a new path could be established to route messages 
from A to E via D. 

The real advantage of mesh networks is that they improve 
data reliability by providing multiple redundant paths in areas 
where a lot of nodes are in use. 

They are not designed, however, for every application. It 
takes time for paths to form and devices to associate, and ad-
ditional system delay occurs as messages must be forwarded 
on through the network. 

Because mesh networks involve multiple paths, the network 
protocol must be capable of building and maintaining routing 
tables to prevent messages from taking ‘looped’ routes.
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Figure 13.8: The mesh network allows intermediate radios to 
forward messages to and from radios that are out of range. It 
also caters for continued communication in the event that a path 
should become obstructed or a radio should fail.  

13.6 Spread spectrum systems
In a conventional narrow-band radio (see Figure 13.9), power is 
concentrated within a very narrow portion of the RF bandwidth 
and is thus favoured by most radio communication authorities 
throughout the world. However, such narrow-band radio signals 
are far more vulnerable to interference by signals from identi-
cal or neighbouring frequencies. Furthermore, because of their 
localised frequency, they can be relatively easily detected and 
intercepted.

Figure 13.9:  In a conventional narrow-band radio, power is con-
centrated within a very narrow portion of the RF bandwidth.

This problem is overcome by using a technology that is based 
on a concept originally patented by the film actress Hedy Lamarr 
and collaborative associate, concert pianist George Antheil, 
which was intended to make radio-guided torpedoes harder for 
enemies to detect or jam. 

Using this technology, called Spread Spectrum (SS), the sig-
nal is spread over a wide noise-like band of frequencies that 

makes SS signals harder to detect; harder to intercept; harder 
to demodulate; and harder to jam, when compared with narrow-
band signals.

Spread spectrum and transmission makes use of two differ-
ent systems in which the transmission frequencies are deter-
mined by a spreading, or hopping, sequence: Direct Sequence 
Spread Spectrum (DSSS) and Frequency Hopping Spread 
Spectrum (FHSS).

Direct sequence spread spectrum
DSSS makes a use of Phase-Shift Keying (PSK) in which the 
digital input modulates the phase of a reference signal (the car-
rier). As illustrated in Figure 13.10 (a) a Pseudo-Noise (PN) 
generator is used to shift the phase of a Quadrature Phase Shift 
Keying (QPSK) signal pseudo-randomly with a higher data rate 
bit sequence, or chipping rate (RC). This divides the user data 
according to a spreading ratio – spreading the data signal over 
the band/channel (see Figure 13.10 (b)). 

Figure 13.10: DSSS modulation spreads a low level signal over 
a specific range of frequencies simultaneously. Direct sequence 
allows extremely weak signals to be recovered in the presence 
of severe electrical noise in a direct trade-off with transmission 
channel data rate.

The code includes a redundant bit pattern for each bit that is 
transmitted – increasing the signal’s resistance to interference. 
If one (or more) bit/s in the pattern is damaged during transmis-
sion, the original data is re-sent.

This scheme requires coherent demodulation, which is ac-
complished by re-modulation using a local oscillator that is at 
the same frequency and in-phase with the original carrier.

A variant of DSSS, called Orthogonal Frequency-Division 
Multiplexing (OFDM), makes use of a large number of closely 
spaced orthogonal sub-carriers to carry the data. In this manner, 
the data is distributed over a large number of carriers spaced 
apart at precise frequencies. This reduces multipath distortion 
and reduces RF interference. OFDM is used with both 802.11a 
and 802.11g Wi-Fi systems.
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Frequency hopping spread spectrum 
FHSS makes use of Frequency Shift Keying (FSK) in which 
the narrowband carrier frequency is shifted pseudo-randomly 
in a predetermined sequence. In this manner, the carrier signal 
‘hops’ from frequency to frequency as a function of time over a 
wide band of frequencies (see Figure 13 .11).

Figure 13.11: FHSS modulation transmits a data signal over a 
number of different carrier frequencies at different times, follow-
ing a specific pattern of frequency switching. The switching of 
RF carriers may be combined with the data packet error cor-
rection capability of TCP Ethernet to auto-optimise a wireless 
network link by taking out the ‘hops’, which always produce a 
packet resend (courtesy Honeywell).

With the available bandwidth divided into N channels, the trans-
mitted signal thus occupies a number of frequencies in time, 
each for a period of time (referred to as the dwell time). At each 
frequency hop time, the PN generator feeds the frequency syn-
thesiser a sequence of n chips that dictates one of 2n frequency 
positions (see Figure 13.12 (a) and (b)). The transmitter and 
receiver follow the same frequency hop pattern.

Figure 13.12: The available bandwidth is divided into N chan-
nels. The transmitted signal thus occupies a number of frequen-
cies in time, each for a period of time (referred to as the dwell 
time).  

The bandwidth is determined by the lowest and highest posi-
tions and by the bandwidth per hop position. Because the FSSS 
signal is a narrow-band signal, all transmission power is con-
centrated on one channel.

Comparison of DSSS and FHSS
Because data is transmitted simultaneously over every avail-
able channel, DSSS is more powerful in multi-path rejection and 
throughput. 

However, it is also bandwidth intensive and has to run on 
a much more complex and powerful Digital Signal Processing 
(DSP) chip since it uses chip rates that are many times higher 
than the symbol rate.

FHSS on the other hand only needs to run at the symbol rate 
so that the chip complexity and power consumption is lower. 
Furthermore, its noise immunity is better than DSSS. One major 
disadvantage of FHSS is that it is slower than DSSS.

13.7 Wireless network standards
Although there has been a proliferation of different wireless 
communications systems, we will only discuss six of them:
• Wi-Fi
• Bluetooth
• ZigBee
• WirelessHART 
• ISA 100 
• Proprietary systems 

13.8 Wi-Fi
The emergence of the IEEE 802.11 standard in 1999 was to 
form the staple of home, business and office networking – widely 
used for its high data transfer rate abilities. In the same year, the 
Wi-Fi Alliance was formed to certify interoperability of Wireless 
Local Area Network (WLAN) products based on the IEEE 802.11 
specification. (Despite efforts by the Wi-Fi Alliance, popular con-
vention still accepts the term Wi-Fi to mean ‘wireless fidelity’.)

Although the 802.11a was the first standard, working in the 
5 GHz band with data rates of up to 2 Mbps, a parallel activ-
ity resulted in a second standard, the 802.11b operating in the 
2.4 GHz band and catering for data rates of 11 Mbps. This 
higher data throughput, and the system’s low cost, led to rapid 
acceptance with a large installed base.

The 802.11g standard, introduced in 2003, also operates 
in the 2.4 GHz band but at a maximum data rate of 54 Mbps. 
However, 802.11 devices operating in the 2.4 GHz band suffer 
from interference from other products including: microwave ov-
ens, Bluetooth devices, and cordless telephones. This has led 
to the increased popularity of the 802.11 standard operating in 
the 5 GHz band, which has been upgraded for a data through-
put of 54 Mbps. 

A drawback of the 5 GHz band is that its effective range is 
slightly less than that of the 802.11b/g devices since the signals 
are more readily absorbed by walls and other objects in the 
signal path.
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Published in October 2009, the 802.11n is an amendment 
that improves upon the previous 802.11 standards by adding 
Multiple-Input Multiple-Output (MIMO) antennas and high-den-
sity modulation (up to 64 QAM). 802.11n operates on both the 
2.4 GHz and 5 GHz bands – operating at a maximum net data 
rate from 54 Mbps to 600 Mbps. 

Currently under development, the IEEE 802.11ac Working 
Group approval is expected in early 2014 with studies indicat-
ing an estimated one billion deployment throughout the world 
by 2015.

Operating within the 5 GHz band, this specification will enable 
multi-station WLAN throughput of at least 1 Gbps and a maxi-
mum single link throughput of at least 500 Mbps. This is accom-
plished by extending the concepts embraced by 802.11n: wider 
RF bandwidth (up to 160 MHz), more MIMO spatial streams (up 
to 8), multi-user MIMO, and even high-density modulation (up 
to 256 QAM). 

Further optimisations of the 802.11ac also include up to eight 
spatial streams, further increasing the data rate for each radio 
and beam forming to fortify RF connections. 

A summary of the standards is given in Table 13 .3.

Table 13 .3: Summary of the IEEE 802.11 Wi-Fi standards.

Protocol IEEE 
802.11a

IEEE 
802.11b

IEEE 
802.11g

IEEE 802.11n IEEE 
802.11ac

Operating 
frequency

5 GHz 2.4 GHz 2.4 GHz 2.4 GHz
5 GHz

5 GHz

Maximum 
data rate

54 Mbps 11 Mbps 54 Mbps 6 Mbps 1Gbps

Approximate
indoor range 
(m)

35 38 38 70 ?

Approximate 
outdoor 
range (m)

120 140 140 250 ?

Popularity Limited 
adoption

Widely 
adopted, 
readily 
available 
everywhere

Medium 
adoption, 
replaced 
b as com-
monplace

Many products, 
some based 
on a draft 
specification, 
later finalized 
Oct, 2009

Estimated 
one billion 
deployed 
throughout 
the world by 
2015.

13.9 Bluetooth
Bluetooth is named after Harald Bluetooth, King of Denmark in 
the late 900s, who united Denmark and part of Norway and intro-
duced Christianity into the region. Bluetooth is intended to unite 
different technologies like cell phones, computers, PLCs, etc.

Bluetooth is a short-range wireless communications system 
that features robustness, low power and low cost. Originally 
developed by Ericsson in 1994, the Bluetooth Special Interest 
Group was established by Ericsson, Sony Ericsson, IBM, Intel, 
Toshiba, and Nokia in 1998. 

The physical and media access control layers of Bluetooth 
were published as the IEEE 802.15.1 standard. Operating in the 
2.4 GHz band, the system employs FHSS with a frequency hop-
ping rate of 1600 hops/s and provides a gross signalling rate of 
up to 3 Mbps– with a typical maximum throughput of 2.1 Mbps. 
In most countries, the system provides for 79 frequency chan-
nels – dependent on individual country’s frequency allocation in 

the 2.4 GHz ISM band. Bluetooth defines three different power 
range classes, covering power ranges from 3 to 100 mW and 
ranges from 3 to 100 m. This is illustrated in Table 13.4.

Table 13.4: Bluetooth defines three different power range class-
es. 

Class Maximum permitted 
power (mW)

Approximate range (m)

Class 1 100 mW 100

Class 2 2.5 mW 10

Class 3 1 mW 3

Based on a master/slave protocol, a Master Bluetooth device 
can communicate with up to seven peripheral devices – with a 
group of up to eight devices referred to as a piconet. A further 
255 devices may be active, or parked, and can be brought into 
active status by the master at any time. Two or more piconets 
may be connected to form a scatternet – with some devices 
functioning as a bridge by playing the role of both master and 
slave simultaneously.

In the industrial field, Bluetooth finds its main use in cable 
replacement for small-packet applications. To this effect, Blue-
tooth has a range of different profiles, each describing how 
the specifications can be used to perform a specific task, e.g., 
headset; cordless telephony; fax; etc. However, for most indus-
trial applications, Bluetooth is only concerned with the Serial 
Port Profile (SPP) – replacing an RS-232, RS-422, or RS-485 
cable between, for example, a PLC and a computer.

When used to replace a communications cable, Bluetooth 
makes use of the RFCOMM protocol – a simple transport pro-
tocol that can, for example, emulate all nine connections of an 
RS-232 serial port. RFCOMM can work with two different de-
vice types. Type 1 devices are typically communication end-
points, such as a computer or PLC, whilst Type 2 devices are 
mid-points in a communication channel, e.g., a modem. Blue-
tooth caters for full duplex operation by allowing each device to 
transmitted data alternately – the master transmitting on even 
timeslots and the secondary device on odd timeslots.

13.10 ZigBee
Centred on the Physical and MAC layers defined by the IEEE 
802.15.4 for short-distance wireless communications using 
DSSS, ZigBee is a low-power wireless communication technol-
ogy featuring a simplified protocol and limited functionality.

The physical layer consists of two layers operating in two 
separate frequency bands. The lower frequency band covers 
both the 868 MHz European band and the 915 MHz band used 
in countries such as the US and Australia, whilst the higher fre-
quency lies in the 2.4GHz  band. Because the two lower bands 
at 868 and 915 MHz offer only restricted bandwidths of 20 and 
40 kHz respectively, the 250 kHz bandwidth (and 16 channels) 
offered in the 2.4 GHz band, has made the latter the more popu-
lar choice.
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The MAC layer is responsible for providing reliable commu-
nications between a node and its immediate neighbours, help-
ing to avoid collisions and improve efficiency. The MAC layer is 
also responsible for assembling and decomposing data packets 
and frames. 

Key features of ZigBee include: 
• Data rates of 250 kbps at 2.4 GHz.
• Suitable for low duty-cycle applications (< 0.1%).
• Low power consumption (battery life ranging from months to 

years).
• Multiple topologies (star, peer-to-peer, mesh).
• Addressing space up to 264 devices.
• Addressing space up to 216 networks.
• High density of nodes per network.
• Low-cost.
• Full handshaking protocol using CSMA/CA to minimise colli-

sion problems.

CSMA/CA
In ZigBee, use is made of CSMA/CA to minimise collision prob-
lems. The basis of the CSMA protocol is that every node has 
access to the network and may transmit whenever it wishes to 
do so. However, it must first listen on the network for a predeter-
mined amount of time and check for any activity. If the network 
is sensed to be ‘idle’, the node is permitted to transmit. 

The essence of CSMA/CA is that once the network is clear, 
the node first sends a signal telling all other nodes not to trans-
mit. Only then does it send its message.

Mesh networking
A major feature of ZigBee is that it supports mesh networking. 
The main advantage of a mesh network is its ‘robustness’ since 
it is not dependent on the performance of any single device on 
the network. It can also be thought of self-healing since, if any 
device is broken, the message is re-routed around it.

ZigBee devices can be used as end devices, routers, or co-
ordinators. As shown in Figure 13.13, a mesh network contains 
a single co-ordinator and multiple routers and end devices. Data 
is passed by hopping from device to device, using the most reli-
able communication links until its end destination is reached.

Figure 13.13: 
A mesh 
network con-
tains a single 
co-ordinator 
and multiple 
routers and 
end devices 
(courtesy 
Daintree Net-
works). 

Routes are established on demand using a route discovery 
process in which the originating device broadcasts a route re-
quest command and the destination device sends back a route 
reply (see Figure 13 .14 (a) and (b)).  

Figure 13.14: Routes are established on demand using a route 
discovery process in which the originating device broadcasts a 
route request command (a) and the destination device sends 
back a route reply (b) (courtesy Daintree Networks). 

Once routing table entries are established (see Figure 13.15 (a)) 
the route may be used at will (see Figure 13.15 (b)). The routing 
table entry, as a minimum, records a ‘logical distance’ to the 
destination and the address of the next router in the path to that 
destination.

Figure 13.15: Once routing table entries are established (a) the 
route may be used at will (b) (courtesy Daintree Networks).

A side benefit of mesh networking is that because data is gener-
ally only sent over short distances, less power is required. This, 
coupled with the possibility of extremely low duty cycles, can 
extend battery life from months to years.

Physical layer
The PPDU is the total information transmitted. As shown in Fig-
ure 13.16, the physical layer adds the following overhead:

Preamble:    four bytes
Start of frame delimiter:   one byte
Frame length:    one byte

The MAC adds the following overhead:
Frame control:    two bytes
Data sequence number:   one byte
Address information:   four to 20 bytes
Frame check sequence :  two bytes
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The total overhead for a single packet therefore lies between 
15 and 31 bytes – depending on the addressing scheme used 
(short or 64-bit addresses). Since the maximum size of a packet 
is 128 bytes, the maximum data size can vary between 97 and 
113 bytes.

Figure 13.16: Frame construction of the PPDU.

ZigBee PRO
In September 2007, the ZigBee Alliance announced the ratifica-
tion of its new ZigBee PRO standard. Apart from providing the 
platform for certifiable ZigBee products to be marketed carrying 
the ZigBee logo, ZigBee PRO also brought additional function-
ality that includes:
• Increased network scalability to, potentially, thousands of 

nodes.
• Increased network stability even with the close proximity of 

scores of networks.
• Increased network security using advanced network encryp-

tion.
• Extended power saving.
• Higher resilience through increased frequency agility.

These features make ZigBee PRO especially suited for larger 
applications – particularly commercial building space.

ZigBee RF4CE
Released only last year (2012), the ZigBee RF4CE is designed 
for simple home automation applications that do not require the 
full-featured mesh networking capabilities of standard ZigBee. 

ZigBee RF4CE offers lower memory size requirements and 
the specification defines a simple, robust and low-cost stand-
ard for implementing short range, bidirectional wireless com-
munications in the field of consumer electronics, e.g., remote 
controllers.

Green Power
Green Power is a new optional feature that gives devices that 
are powered with ‘harvested’ energy, the ability to participate in 
ZigBee PRO 2012 networks. An example of harvested energy 
might include, for example, a simple light switch, which harvests 
energy from switching the switch on or off.

When incorporated into ZigBee PRO 2012 Green Power, 
this energy is captured to send an on/off command to the net-

work and operate the appropriate light. Since the light switch is 
active on the network for only an extremely brief period of time, 
the energy generated by the harvester is rapidly consumed and 
the switch disappears from the network.

Such devices typically generate just enough power to issue 
their command and typically have no other source of power or 
stored energy. Consequently, PRO 2012 Green Power incorpo-
rates an extremely robust protocol that ensures high reliability 
even in high interference environments.

ZigBee IP
Released only in April of this year (2013), ZigBee now provides 
support for IP – allowing embedded devices (from electricity 
meters to light bulbs) to be directly accessed using IPv6. 

Created at the behest of utilities, ZigBee IP will be integrat-
ed into the next version of the ZigBee Smart Energy profile – 
permitting utilities to control energy consumption. Connecting 
devices such as dishwashers, lighting and air conditioning, is 
another major step in the Smart Grid concept – relinquishing 
control of domestic devices to the utility company and allowing 
them to have better control of load shedding and compensating, 
for example, for the early evening demand peak.

Suitability for industrial applications
From the foregoing, it is clear that the essential role of ZigBee 
lies in the field of residential home and office applications.

An essential characteristic that has yet to be included, and 
that some users claim is essential for industrial applications, is 
latency determinism. As we have discussed previously, latency 
is the time a message needs to travel from the source to the 
destination. Although the IEEE 802.1 5.4 itself offers latency 
through a feature called ‘guaranteed time slots’, this has not, 
unfortunately, been exploited by ZigBee.

13.11 WirelessHART
Published in September 2007, WirelessHART (also known as 
IEC 62591) is a wireless mesh network communications proto-
col that adds wireless capabilities to the HART protocol whilst 
maintaining backwards compatibility with existing HART devic-
es, applications, commands, and tools. This means that existing 
HART applications can use WirelessHART without the need for 
software upgrades. Furthermore, WirelessHART is now field-
proven, with more than 8000 networks (and more than 10 000 
devices) working in process applications worldwide.

Operating in the 2.4 GHz ISM band, WirelessHART links 
make use of the IEEE 802.15.4 compatible DSSS standard with 
channel hopping on a packet-by-packet basis.

WirelessHART uses Time Division Multiple Access (TDMA) 
technology to arbitrate and co-ordinate communications be-
tween network devices. TDMA is a form of time-division multi-
plexing where, instead of having one transmitter connected to 
one receiver, there are multiple transmitters. TDMA is thus used 
as a channel access method that allows several users to share 
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the same frequency channel by dividing the signal into differ-
ent timeslots. This allows multiple stations to share the same 
frequency channel whilst using only that part of the bandwidth 
they require.

The TDMA data link layer establishes links that specify the 
timeslot and frequency to be used in communication between 
devices. The links are organised into super frames that support 
both cyclic and acyclic communication traffic.

Network architecture
WirelessHART specifies three principal elements:
• Field devices that are connected to the process or plant 

equipment.
• Gateways that enable communication between host appli-

cations and field devices in the network.
• Network manager responsible for configuration of the net-

work, scheduling communication between devices, manage-
ment of the rounding tables, and monitoring and reporting 
the health of the network.

In addition, WirelessHART also supports:
• Adapters that allow existing HART field devices to be inte-

grated into WirelessHART networks.
• Handhelds that support direct access to adjacent Wire-

lessHART field devices.

Figure 13.17 illustrates the elements of a typical WirelessHART 
installation.

Figure 13.17: Elements of a typical WirelessHART installation 
(courtesy HART Communication Foundation).

Time synchronised communication 
Deterministic latency is the time taken for a message to travel 
from source to destination. Included within the IEEE 802.15.4 
is a feature called ‘guaranteed time slots’. This ensures that all 
device-to-device communication is executed in a pre-scheduled 
time window that facilitates extremely reliable (collision-free) 
communication.

Each message has a defined priority to ensure appropriate 
Quality of Service (QoS) delivery. Fixed time slots also enable 
the network manager to create the optimum network for any ap-
plication without user intervention. 

Time synchronised communication, using 10 to 15 ms times-
lots, also caters for accurate time stamping – an important but 
often forgotten feature of several ‘wired’ Fieldbus protocols. 

Deterministic reliability is the ability to provide guaranteed 
communication between two wireless devices – without incur-
ring loss of packets. To diminish the impact of these packet 
losses, WirelessHART provides a mechanism that allows pack-
et losses to be evenly spread over time, thereby making trans-
missions more predictable and reliable. 

Application layer
To the standard command-based HART application layer, in-
corporating the universal, common practice, and device-specif-
ic commands, is now added ‘wireless’ commands – providing 
wireless communication functionality.

Security
WirelessHART includes a robust, multi-tiered, ‘always-on’ secu-
rity through the use of industry-standard AES-128 encryption. 
Only trusted devices are allowed to join a network. Such de-
vices are identified by a ‘join key’ and through the use of stand-
ard HART identity data (i.e., Manufacturer ID, Device type, Tag 
number, etc.).

Power requirements
WirelessHART was designed specifically for low-power opera-
tion of less than 4 mA at 12 V DC. Battery life is affected by a 
number of factors including environmental considerations such 
as temperature. However, the single biggest major factor af-
fecting battery life is the update rate – how often the transmitter 
wakes up, takes a measurement and transmits data. Some of 
the methods used to increase battery life include:
•	 Smart	data	publishing enhances the ‘Burst Mode’ capabil-

ity of the HART by generating process data messages only 
when needed based on time, signal variation or crossing a 
user-defined threshold.

•	 Notification	 by	 exception notifies users automatically 
when equipment needs maintenance, a device configuration 
changes, or another event occurs that could jeopardise op-
erations. Because the information is transmitted only if such 
an event occurs, systems no longer need to poll each device 
just to check on its health.

•	 Multiple	read	commands	can be made in a single transac-
tion – catering for faster configuration uploads.

13.12 ISA100 
The Fieldbus wars started as far back as 1983. The ISA was 
supposedly co-ordinating this activity through the SP50 Field-
bus standard. The result, in the end, was that some 10 to 15 dif-
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ferent industrial networking protocols were approved as ‘stand-
ards’. With the hindsight of these wars, how could the industry 
not have got wireless right?  

Well, they haven’t!  And with new standards emerging from 
competing vendors on an almost monthly basis why did it take 
the ISA so long to introduce the ISA100 standard? Too little, too 
late? The ISA100 standard was ratified and finally announced, 
only in October 2007.

One of the challenges facing the industry lies in providing a 
universal solution that will allow field I/O devices of any protocol 
to communicate with existing applications. To this effect, one of 
the goals of the ISA100 committee is to offer support for multiple 
wireless communication protocols so that both existing wired 
devices and new ISA100-based devices can be configured and 
accessed over the wireless network. Wired devices can have 
their protocol mapped to the ISA100 standard, or in some cases 
their messages can be encapsulated as-is and transported over 
the wireless network. The ISA100-based wireless devices can 
mimic wired protocols by mapping the wireless protocol to the 
user-chosen wired protocol in the gateway.

ISA100.11a (to give it its full title) defines the OSI stack, sys-
tem management, gateway and security specifications for low 
data rate wireless connectivity with fixed, portable and moving 
devices supporting very limited power consumption require-
ments. It is based on the IEEE 802.15.4 standard operating in 
the 2.4 GHz band with channel-hopping across 16 DSSS chan-
nels (see Figure 13.18).

Figure 13.18: ISA100 is based on the IEEE 802.15.4 standard 
operating in the 2.4 GHz band with channel-hopping across 16 
DSSS channels.

Centred around the UDP/IP OSI stack, the ISA 100 adds end-
to-end security above UDP and the device application, using 
the established internet protocol (running IPv6), below.

A radio mesh sits below IP – with another layer of security 
designed to protect the integrity of the radio communications. 
The core concept is that applications do not need to be aware 
of the special functions in order to communicate with wireless 
devices – with the wireless aspects all encapsulated at lower 
layers of the stack.

Service contracts
In order to define the QoS for wireless nodes to deliver a de-
sired performance, ISA 100 makes use of ‘service contracts’. 

A service contract is established before an application starts 
transmitting. Thus, for example, if an application is configured 
to publish data every 5 s, the application negotiates with the 
network to set up a service contract to reserve the necessary 
communication capacity. When a contract is granted, the ap-
plication knows it can publish every 5 s.

Use of objects
One of the fundamental functions of the ISA 100.11a stand-
ard is the publication of process data from a field device to a 
gateway (see Figure 13.19) through the use of ‘concentrator 
objects’. 

Figure 13.19: Publication of process data from a field device 
to a gateway is normally accomplished through concentrator 
objects.

A concentrator object is an assembly or package of various 
types of data in the device. These, together with, for example, 
alarm reporting objects, are assembled into packets for more 
efficient communications. A symmetrical object on the receiver 
side, called a dispersion object, disassembles the publication 
when it is received (see Figure 13.20). This bundling of informa-
tion conserves communication bandwidth.

Figure 13.20: A concentrator object assembles the data into 
packets for more efficient communications. A symmetrical ob-
ject on the receiver side, called a dispersion object, disassem-
bles the publication when it is received.

Unified field objects
The ISA100 standard defines a number of objects including 
analogue input objects and upload/download objects.
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Analogue input object
This 32-bit data object, using exactly the same units as Foun-
dation Fieldbus, represents the state of an analogue input and 
includes a scaled floating-point number, a status and other ba-
sics. 

About 700 different units are defined, allowing for consider-
able flexibility. For example, Unit Code 1634 is a barrel/s (US 
Beer). 

Upload/download object 
The upload/download object supports transmission of very 
large blocks of data and would enable, for example, vibration 
sensors to transmit their waveforms.

13.13 WirelessHART versus ISA100 
The sad news for users is that after spending almost four years 
attempting to converge WirelessHART with ISA100, the rele-
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vant sub-committee has finally abandoned its work without find-
ing a single convergence solution. And so, it seems that the 
same degree of polarisation exists between WirelessHART and 
ISA100 as with Marmite – you either love it or you hate it.

Where integration is required, the only alternative would ap-
pear to be to accommodate the WirelessHART protocol through 
the use of dual-gateway architecture. 

There is of course no clear way of comparing the two proto-
cols in an objective manner. The bottom line is that, as of this 
moment, the vast majority of instrument vendors are supporting 
WirelessHART and far fewer are supporting ISA100.11a. 

On the other hand, if you work with instruments from ven-
dors such as Honeywell, Yokogawa, GE or Yamatake then 
ISA100.11a would be your obvious choice.


