
11.1 Introduction
A typical building application might comprise an HVAC system, 
a lighting system and an integrated security/fire alarm system. 
Traditionally, each would comprise a separate entity with its 
own wiring and sensors. 

Integration of these separate entities into a single integrated 
system can offer huge savings in physical resources – not just 
in wiring but in shared sensors and outputs. Such duplicated 
shared resources can also result in increased efficiencies in 
eliminating inputs and outputs.

In this regard, BACnet (Building Automation and Control 
network) is a non-proprietary, open protocol communications 
standard providing interoperability between different co-operat-
ing building automation systems and devices – including HVAC, 
lighting, life safety, access control, transportation and mainte-
nance. 

BACnet is a written specification that includes the type of 
cable to be used through to instructions on how to initiate a 
particular information request or command. Its rules are specifi-
cally designed for building automation and control equipment, 
covering such tasks as how to request a temperature reading, 
send a status alarm or establish a fan schedule.

Originally developed under the auspices of the American So-
ciety of Heating Refrigerating and Air-Conditioning Engineers 
(ASHRAE), BACnet has become an ISO and ANSI standard. A 
key feature of BACnet is its wide range of interoperability,  rang-
ing from simple information exchange to complex interoperation 
between competing components devices and systems.

The BACnet protocol offers a flexible range of networking 
options including: Ethernet, point-to-point over RS-232, Master-
Slave and Token-Passing over RS-485, and LonTalk.

BACnet’s message format is specifically designed to facili-
tate communication related to building automation and control 
and is applicable to a wide range of building automation needs, 
including: HVAC control, fire detection and alarm, lighting con-
trol, security, ‘Smart’ lifts (elevators), and the ability to interface 
with the power utility. 

11.2 Objects
In order to accomplish this, BACnet specifies a common lan-
guage (a standard set of communication rules) so that each 
device on the network has a similar look and feel. 

This is achieved through the use of an object-oriented model 
to represent the information, which allows physical inputs and 
common functions such as analogue and binary input, output, 
and metrics; control loops; and schedules to be organised in a 
common fashion.

This interoperability is accomplished by modelling each de-
vice in terms of one or more information objects. Objects may 
represent a single physical point, or a logical grouping of points, 
that performs a specific function. 

Regardless of the devices in which they reside, all objects 
provide a common network view. 

The properties of an object may be thought of as a two-col-
umn table, as illustrated in Table 11.1, in which a temperature 
sensor is represented as a BACnet Analogue Input object with 
a few of the properties that might be available.

Table 11.1: Defining an object.

Object_ Identifier AI-1

Object_Name Space temperature

Object_Type Analogue input

Units Celsius

Device_Type Pt 100 RTD

Description Conference Room A

Present_Value 22.4

Status_Flags Normal, in service

High_Limit 26.0

Low_Limit 20.0

On the left is the property and on the right, the property’s value. 
Whilst some properties are read-only (the properties can be 
read but not changed) others can be changed (written). 

Currently, BACnet specifies 123 properties of objects – three 
of which, the Object_Identifier, the Object_Name, and the Ob-
ject_Type, must be present in every object. 

In this example, the Object_ Identifier (AI-1) is the equivalent 
of a tag number; the Object_Type is identified as an Analogue 
Input; and the Object_Name tells us what we are measuring,

BACnet objects also have two classes of properties – ‘re-
quired’ properties that must exist in the device and ‘optional’ 
properties that exist at the discretion of the device manufac-
turer. 

In the example given above, the Present_Value of the AI ob-
ject is a required object, whilst the description property is an 
optional property that the device manufacturer may, or may not, 
support.

Originally centred on 25 standard objects, covering many 
common and generally used applications, the number has 
gradually been increased and there are currently 50 standard 
objects (see Table 11.2) covering a wide range of generic func-
tionality. 

However, vendors are also able to implement their own addi-
tional object types, allowing them to extend BACnet’s function-
ality without the need to change the standard. These vendor-
specifics may include whatever properties the vendor chooses 
since, irrespective of whether it is proprietary or non-standard, 
it’s read or written in the same manner. 

This feature enables vendors to extend BACnet – adding 
functionality as and when required – without ever changing the 
standard itself.

Chapter 11: Building Automation and 
Control network (BACnet)

Industrial Communications Handbook   •   June 2013



Table 11.2. There are currently 50 standard objects residing in 
the BACnet library.
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output 
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Whilst objects represent the actual information, these are 
grouped into what is termed a ‘BACnet Device’ – a collection 
of objects that represent the functions that are present in a real 
device (see Figure 11.1).

Figure 11.1: Representation of a BACnet device.

11.3 Services
Since BACnet is based on a ‘client-server’ communication  
model, the message mechanisms, used to access a property 
or request an action from a BACnet object, are called ‘services’ 
and are carried out by the server on behalf of the client.

The services level is thus concerned with making requests 
and interoperating. Services determine how one BACnet device 
gets information from another device, commands a device to 
perform certain actions (through its objects and properties), or 
communicates events to other objects. 

Included among the 32 standard services, related to access-
ing the properties of the objects, are:
• Read-Property
• Read-Property-Conditional

• Read-Property-Multiple
• Write-Property
• Create-Object
• Delete-Object
• Add-List-Element
• Remove-List-Element

 
These names are essentially self-descriptive. Thus, for exam-
ple, a device incorporating a temperature sensor might perform 
the service of reading the temperature (Read-Property) and 
writing this information to another device that requires it (Write-
Property).

In turn, the model of objects and services is encoded into a 
common language data stream representing the desired func-
tions or services to be performed.

Conformance classes and the device PICS
Since not all devices have the same level of functionality, it is 
important that system designers are informed as to what ob-
jects and services are supported by which devices. This is ac-
complished through the device’s Protocol Implementation Con-
formance Statement (PICS).

In essence, PICS is a list of the features that the device sup-
ports – what objects are present and whether the device initiates 
a service request (asks or commands) or executes the request 
(responds or acts). This enables a like-for-like comparison to be 
made on different vendors’ devices in order to determine how 
well a BACnet product ‘fits’ a given application.

11.4 LANs
In a multi-building complex, the system must necessarily com-
prise multiple separate networks that interact between devices 
on two or more networks – not all using the same LAN technol-
ogy. To this effect, BACnet allows systems to use a variety of 
LAN technologies – with each type having unique benefits and 
liabilities that may make it preferable in one situation or another. 
Consequently, as distinct from conventional industrial networks 
that only make use of the OSI three-layer model, BACnet is 
based on the four-layer model that includes the network layer in 
order to ensure interoperability between differing data links (see 
Figure 11.2).

Figure 11.2: The BACnet four-layer model supports several 
data links including Ethernet.
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A key feature of the BACnet network layer protocol is exten-
sive use of specifically designed routers that allow devices on 
disparate networks to communicate. This is illustrated in Fig-
ure 11.3 in which the two routers shown are used to implement 
the messages between the ARCNET and MS/TP LANs – pass-
ing through both routers via the Ethernet segment in the middle.

Figure 11.3: Extensive use of specifically designed routers al-
lows devices on disparate networks to communicate.

The BACnet four-layer model supports several data links that 
allow systems to use a variety of LAN technologies:
• PTP 
• MS/TP 
• ARCNET 
• LonTalk
• Ethernet
• BACnet/IP

PTP (Point-to-Point)
PTP is unique to BACnet and provides for inter-networked com-
munications over modems and voice grade phone lines. PTP ac-
commodates modern modem protocols (V.32bis and V.42) and 
also supports direct cable connections using the EIA-232 signal-
ling standard. Speed ranges from 9.6 kbaud/s to 56.0 kbaud/s.

MS/TP (Master Slave/Token Passing)
MS/TP, also unique to BACnet, makes use of a token-passing 
protocol, implemented in software, and provides its own logical 
link control to BACnet’s network layer. MS/TP is implemented 
using the EIA-485 signalling standard running on a shielded 
twisted-pair (STP) wire operating at speeds from 9.6 kbaud/s 
to 76.8 kbaud/s. 

EIA-485 transceivers are relatively inexpensive and typically 
found in low-cost controllers – making this type of LAN particu-
larly suitable for communication with unitary controller and pro-
grammable thermostats. 

ARCNET
Largely replaced by Ethernet, ARCNET (ANSI/ATA 878.1) is 
a token bus standard that is still found on many heritage sites, 
and can run on a variety of media at different speeds – from 
150 kbit/s on EIA-485 (STP) up to 7.5 Mbit/s over coaxial cable, 
STP, or fibre optics. 

LONtalk
LONtalk is a proprietary technology developed by the Echelon 
Corporation which makes use of a proprietary chip and which 
requires special development tools.

BACnet/Ethernet 
Providing the highest speed service within the BACnet stand-
ard, Ethernet also caters for star topology and transformer-
isolated transceivers. As distinct from conventional IP/Ethernet, 
LAN addressing with BACnet/Ethernet is accomplished using 
the Ethernet’s MAC address. 

11.5 Routing over IP Internet
BACnet provides two distinct methods by which messages can 
traverse an IP Internet:
• IP message tunnelling
• BACnet/IP 

The major distinction between these two methods is that in IP 
message tunnelling, the BACnet devices do not know, or need 
to know, anything at all about IP, whilst in BACnet/IP each BAC-
net device is actually a full-fledged IP node, complete with its 
own IP address.

IP message tunnelling
IP message tunnelling makes use of two different types of rout-
er: a conventional IP router and an Annex H router – so called 
because Annexure H is where this process is defined in the 
standard.

As shown in Figure 11.4, both networks are connected via 
a standard IP router to the Internet at large. Now, assume De-
vice A on Network 1 wishes to send a message to Device B on 
Network 2 using the BACnet network layer protocol. Device A 
first sends the message to the Annex H router on its local net-
work. The Annex H router encapsulates the BACnet message 
in a UDP frame and sends it via IP to the Annex H router on 
Network 2. 

When the Annex H router on Network 2 receives the IP mes-
sage from its peer, it removes the encapsulated BACnet mes-
sage and sends it on to its final destination; Device B. The only 
downside to this is that each message shows up twice on each 
network – once as a pure BACnet message and once as an IP 
message.
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Figure 11.4: Basic concept behind IP message tunnelling.

BACnet/IP
As distinct from IP message tunnelling, BACnet/IP devices view 
the IP internet as if it were a LAN, talking with each other di-
rectly over the Internet. This is illustrated in Figure 11.5 in which 
Device A communicates directly with Device B without the need 
for Annex H routers.

Figure 11.5: BACnet/IP devices talk with each other directly 
over the Internet, without the need for Annex H routers.

Addressing is carried out using a device’s IP address, which 
serves the same purpose as a device’s MAC address in other 
BACnet networks. 

The downside to the use of IP addressing is that IP routers 
do not normally pass along ‘broadcast’ messages, i.e., mes-
sages intended for all devices on a BACnet inter-network. This 
is overcome through the use of another form of a router called 
the ‘BACnet Broadcast Management Device’ (BBMD).

BBMDs act in a similar manner to Annex H routers except 
that they only handle the forwarding of broadcasted IP mes-

sages (see Figure 11.6). Since BACnet only infrequently makes 
use of broadcasts, their propagation does not generally cause 
any problems.

Figure 11.6: BBMDs act in a similar manner to Annex H routers 
to enable broadcasted IP messages to be forwarded through 
the IP routers.

BACnet virtual link layer
The BACnet virtual link layer (BVLL) provides a set of mes-
sages that are used to deal with specific idiosyncrasies of IP 
networks, e.g., the manner in which broadcasts are handled.

If the benefit is realised, the BVLL control information can be 
easily extended to encompass virtually any kind of new network 
technology or ‘value-added’ functions, such as data encryption 
or data compression, without touching BACnet’s existing appli-
cation and network layer protocols.

11.6 BACnet summary
Some of the main benefits of BACnet include:
• No fixed architecture.
• Object model easily extended.
• Large global vendor participation.
• Large global user participation.
• Specifically designed for building control.
• No charge for its use – anyone may develop implementa-

tions without cost.
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