
7.1 Introduction
Providing a standardised framework for substation integration, 
the IEC 61850 protocol was designed as a high-bandwidth com-
munication channel running on Ethernet – leverage ring modern 
computer and networking technology to maximise reliability and 
performance.

However, the IEC 61850 goes far beyond being just a pro-
tocol standard, making use of a comprehensive set of device 
and object-models using a descriptive ‘naming’ convention 
rather than identifying data by storage location and through the 
use of custom-object numbers and indexes. Through the use 
of a standardised substation, System Configuration Language 
(SCL) device configuration and its role in the power system may 
be precisely defined using XML files.

The unique features and characteristics of the IEC 61850 proto-
col are so numerous that they cannot be practically enumerated 
in a single chapter. Indeed, the full scope of the IEC 61850 is 
defined in a 10-part standard (see Table 7.1) covering more 
than 1500 pages.

Table 7.1: Structure of the IEC 61850 standard.

Part nr Title

1 Introduction and overview

2 Glossary of terms

3 General requirements

4 System and project management

5 Communication requirements for functions and device models

6 Configuration description language for communication in elec-
trical substations related to IEDs

7

7.1
7.2

Basic communication structure for substation and feeder 
equipment
– Principles and models
– Abstract Communication Service Interface (ACSI)

7.3 – Common Data Classes (CDC)

7.4 – Compatible logical node classes and data classes

8
8.1

Specific Communication Service Mapping (SCSM)
– Mappings to MMS(ISO/IEC 9506 – Parts 1 and 2) and to     
   ISO/IEC 8802-3

9
9.1

9.2

Specific Communication Service Mapping (SCSM)
– Sampled values over serial unidirectional multi-drop point- 
   to-point link
– Sampled values over ISO/IEC 8802-3

10 Conformance testing

However, a few of the benefits of the IEC 61850 are listed below:
• Networkable throughout the power generation system. 
• Open protocol.
• High-availability.
• Multi-vendor interoperability.
• Guaranteed delivery times with time stamping.
• High-speed IED to IED communication.
• Diagnostic information for each I/O point.
• Caters for user-definable objects – including file transfer.
• Standards based.
• Auto-configurable/configuration support.
• Support for voltage and current sampled data.

Following an examination of the communication stack and a 
closer look at both the Generic Object-Oriented System Event 
(GOOSE) and Sampled Value (SV) services, this chapter will 
also overview the role of Manufacturing Message Specification 
(MMS), and IEC 61850’s approach to object modelling. Finally, 
we will try and carry out a fairly objective comparison of DNP3 
and IEC 61850.

7.2 The communication stack and mapping
Unlike DNP3, which uses the reduced EPA version of the OSI 
model, Figure 7.1 shows how IEC 61850 makes full use of the 
mainstream technology of the ISO/OSI communication stack – 
comprising the Ethernet (Layers 1 and 2), TCP/IP (Layers 3 and 
4) and MMS (Layers 5 to 7). 

As shown, the object model and its services are mapped to 
the MMS application layer (Layer 7) whilst time-critical services, 
such as SV and GOOSE, are mapped directly to the Ethernet 
link layer. This ensures that outgoing SV and GOOSE frames 
are marked as high priority frames that are handled with priority 
within all participating Intelligent Electronic Devices (IEDs).

Figure 7.1: 
IEC 61850 
makes full use 
of the ISO/OSI 
communication 
stack – com-
prising the 
Ethernet (Lay-
ers 1 and 2), 
TCP/IP (Layers 
3 and 4) and 
MMS (Layers 5 
to 7). 
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Generic Object-Oriented System Event 
Often touted as the major outcome of the IEC 61850 standard, 
GOOSE is sometimes claimed to be the single scale-tipping 
factor in favour of its use.

GOOSE is a service used for speedy transmission of time-
critical trip commands and interlocking information that includes 
status changes, blockings, releases or trips between IEDs. 
Here, the requirements are for standardised, high priority, high-
speed, high reliability and safe transmission.

Intended to replace direct relay-to-relay wiring, GOOSE 
combines very high speed transmission (<4 ms) with very high 
reliability.

As shown in Figure 7.2, traditional protocols make use of 
acknowledgements (ACK) in which the sender starts a timer 
immediately after transmitting the data and waits for an ACK 
response. If a timeout occurs, the sender retransmits the data. 
Unfortunately, in protection applications this is far too slow and 
far too late.

Figure 7.2: In traditional protocols 
the sender starts a timer immedi-
ately after transmitting the data 
and waits for an ACK response. 
If a timeout occurs, the sender re-
transmits the data. 

IEC 61850 adopts a different approach, based on the IEEE 802 
‘multicast’ addressing scheme, in which GOOSE assumes that 
the first message will not get through and the message is thus 
always retransmitted (see Figure 7.3).

Figure 7.3: GOOSE assumes that the 
first message will not get through and 
the message is always retransmitted.

Since the multicast messages are not confirmed and in order to 
achieve a high level of reliability, the messages must be repeat-
ed as long as the reported state persists. Such an approach 

depends on the receiver to detect duplicates, making use of 
filters to reject data that is not needed.

Since GOOSE messages are processed in the data link layer, 
no additional processing through the TCP/IP layers is required. 
Consequently, this type of Ethernet communication is very fast, 
providing access time of <4 ms, since the data is retrieved di-
rectly from the IED communications hardware interface.

These ‘multicast’ broadcasts are unsolicited and do not re-
quire any cycling data polling mechanism. Because the data 
structures used in GOOSE include direct access to the IED in-
ternal database, and because the internal data model exactly 
matches the IEC 61850 standard, no data conversions are re-
quired.

Sampled Value (SV)
In addition to the GOOSE service, the SV service transmits a 
synchronised stream of current and voltage values. Here the 
demand is for large amounts of standardised, high priority, cy-
clic data throughput. 

The SVs are also processed in the data link layer and trans-
mitted at a very high rate – corresponding to the sampling rate 
of the currents and voltages. Thus, for example, sampling at 
80 messages per cycle, in a 50 Hz system, translates to 4 000 
messages. Consequently, a missed sample is rapidly replaced 
by the next sampled value. Single lost values would be handled 
by the receiving application by, for example, interpolating the 
already received well-known ones from any A/D conversion.

7.3	 Manufacturing	Message	Specification		
 (MMS)
Developed in 1984 for General Motor’s Flexible Manufacturing 
Initiative (MAP), the MMS was originally tied to the OSI com-
munications stack. Unfortunately, it had the reputation of being 
complicated and costly due to poor implementation. However, 
in 1999 it gained a lease on life when Boeing created a new 
version running on Ethernet – using Internet protocols plus RFC 
(ISO Transport over TCP) in the transport layer. It has subse-
quently been standardised as an ISO specification (ISO 9506 
Parts 1 and 2).

The role of the MMS is illustrated in Figure 7.4.

Figure 7.4: An overview of the role of the MMS.
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7.4 Object modelling
As distinct from DNP3 in which objects are configured and 
mapped using purely numerical terms, IEC 61850 is mapped 
to a named MMS variable object that results in a unique and 
unambiguous reference for each element of data in the model.

As shown in Figure 7.5, any physical device connected to the 
network, i.e., an IED, incorporates one or more Logical Devices 
(LDs) – described by non-standardised names. 

In turn, nested within each LD, is one (or more) Logical Node 
(LN), a standardised name grouping of data and associated 
services related to a specific system function, e.g., all LNs used 
for automatic controls have names beginning with the letter ‘A’. 
All LNs used for metering and measurement have names be-
ginning with the letter ‘M’. Some further naming letters and their 
functions are shown in Table 7.2.

Table 7.2: Examples of some standardised naming.

Initial letter 
of the LN

Function

A Automatic control

C Supervisory control

G Generic functions

I Interfacing/Archiving

L System logical nodes

M Metering and measurement

P Protection

R Protection related

S Sensors

T Instrument transformers

X Switchgear

Y Power transformers

Z Other equipment

Figure 7.5: Object modelling in which the LNs are nested within 
LDs that are implemented in servers residing within IEDs.

Each LN has an LN-Instance-ID suffix attached to the LN name. 
Thus, for example, the standard name of an LN ‘measurement 
unit for three-phase power’ is MMXU and a ‘circuit-breaker’ 
would be XCBR. If there were more than two measurement in-
puts or circuit-breakers, the LN names would be amended to 
MMXU1 and MMXU2 or XCBR1 and XCBR2, respectively.

Each LN may also use an optional application-specific LN-
prefix to provide further identification of its purpose. Thus, re-
ferring to Figure 7.5, the syntax used to describe Element ‘A’ 
(current measurement) would be: Relay1/MMXU1.MX.A and for 
Element ‘B’ (Breaker Position Control): Relay1/XCBR2.CO.A

7.5 Comparison of DNP3 with IEC 61850
Whilst DNP3 has been in the public domain since 1993, IEC 
61850 only became an international standard in 2004/5 and, 
like any new kid on the block, it has its detractors. Many claim 
that it’s young and untested and has not yet had time to mellow 
and evolve. For example, in early editions there were issues 
with vendors offering slightly different solutions – leading to in-
teroperability issues. Although these have been subsequently 
resolved, there remain legacy perception issues.

DNP3 has a huge support base – particularly in the USA 
where it is in use in over 75% of North American utilities. Thus 
DNP3 still reigns – even if it’s in decline as IEC 61850 starts to 
dominate in Europe and India.

Whilst DNP3 focuses on inexpensive endpoints and low-
bandwidth communication channels, IEC 61850 is designed for 
high-bandwidth communication channels running on Ethernet 
with a richer, wider range of features. 

In essence, common features of both protocols are: recogni-
tion by the NIST (US National Institute of Standards and Tech-
nology) interoperability framework; implementation of substa-
tion automation; and use of XML configuration files.

However, IEC 61850 has more advanced features that in-
clude: high-speed peer-to-peer communication; advanced 
structured data and naming; and advanced self-description.

In addition, IEC 61850 also supports GOOSE, catering, as it 
does, for huge reductions in inter-device wiring.
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