
6.1 Introduction
DNP3 (Distributed Network Protocol Version 3) is an open, in-
telligent, robust and efficient modern SCADA protocol designed 
to optimise the transmission of data acquisition information and 
control commands.

Originally created by a Westronic, Inc. (now GE Harris) in 
1990, the protocol was released into the public domain in 1993. 
Full ownership was given over to the DNP Users’ Group later 
that year – making it a truly open and non-proprietary protocol.

Designed specifically for the power generation industry, 
DNP3 is intended to create open, standards-based interoper-
ability between substation computers, Remote Terminal Units 
(RTUs), Intelligent Electronic Devices (IEDs) and master sta-
tions. The byte efficiency of DNP3 makes it a particularly good 
choice for bandwidth-constrained applications in distribution 
systems like pole-top devices.

6.2 Features of the DNP3
DNP3 offers flexibility, robustness and functionality that go far 
beyond conventional communication protocols. Because DNP 
is an object-based application layer protocol, it has the flexibil-
ity to support multiple operating modes such as poll-response, 
polled report-by-exception, unsolicited responses, and peer-to-
peer. Amongst its features, DNP3 includes:
• Addressing of over 65 000 devices on a single link.
• Open protocol.
• Classification of field data.
• Time-stamped data.
• Support for time synchronisation.
• Secure authentication.
• Diagnostic information for each I/O point.
 
It also:
• Satisfies the need for multiple masters and (limited) peer-to-

peer operations.
• Caters for user-definable objects – including file transfer.
• Segments messages into multiple frames to ensure excep-

tional error detection and recovery.
• Requests and responds with multiple data types in single 

messages.
• Includes only changed data in response messages.
• Assigns priorities to data items. 
• Provides data link and application layer confirmation.
• Offers multiple reporting modes, i.e., polled only; p o l l e d 

report-by-exception; and unsolicited report-by-exception 
(quiescent mode).

6.3 Basic topology
DNP3 is typically used to communicate between centrally locat-
ed master stations and distributed remote stations called out-
stations. In essence, the master serves as the control centre 
and typically comprises a SCADA with HMI network interface 
whilst the outstation interfaces to the physical devices being 

monitored and/or controlled – usually comprising RTUs com-
municating with IEDs. As illustrated in Figure 6.1, both the mas-
ter and the outstation make use of a library of common objects 
to exchange information.

Figure 6.1: DNP3 typically communicates between centrally 
located master stations and distributed remote stations called 
outstations – using a library of common objects to exchange 
information.

Figure 6.1 illustrates what is termed a ‘one-on-one’ topology. 
However, DNP3 also caters for a multiplicity of topologies in-
cluding ‘multi-drop’ and a variety of ‘hierarchical’ schemes (see 
Figure 6.2).

Figure 6.2: DNP3 also caters for a multiplicity of topologies in-
cluding multi-drop and a variety of hierarchical schemes. 

6.4 The OSI/ISO model
DNP3 is a layered protocol – loosely based on the OSI/ISO 
model. The OSI model characterises data communications into 
seven hierarchical layers – each having a defined purpose and 
each interfacing directly with the layer above it and below it.

Figure 6.3 shows how information on the source device (e.g., 
computer) travels down through each layer, across the network 
media and back up through the layers on the destination com-
puter.

Figure 6.3: Information on the source device travels down 
through each layer, across the network media and back up 
through the layers on the destination computer.
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At the transmitting site, as the information passes down 
through the seven layers, each layer (with the exception of the 
lowest) adds headers (and possibly trailers) to call up functions 
in accordance with the protocol rules of each layer (see Fig-
ure 6.4). It should also be appreciated that these headers and 
trailers, used to provide control information, considerably add 
to the overhead of each frame and reduce the total available 
bandwidth of the network. 

Figure 6.4: Each layer adds headers (and possibly trailers) to 
call up functions in accordance with the protocol rules. 

6.5 Reduced OSI model
One problem with implementing the full seven-layer OSI model, 
particularly when used in industrial applications, is the large 
overhead that the data acquires as it passes down the stack 
from the application layer. In industrial networks, time is gen-
erally critical. Because each layer carries its own header and 
footer, huge amounts of time can be wasted in the form of hun-
dreds of bytes of header/footer information for, possibly, eight 
bytes of relevant information. Consequently, the use of all sev-
en layers is not usually appropriate for real-time communica-
tions. Subsequently, in applications where time-critical commu-
nication is more important than the ‘academic’ implementation 
of the full seven layer protocol, a simplified OSI model is often 
preferred where, in the interests of efficiency, the seven-layer 
OSI stack is collapsed. As a result, most industrial protocols are 
written around only the application layer; the data link layer; and 
the physical layer.

Figure 6.5: DNP3 enhanced version of the enhanced perform-
ance architecture – based on the reduced OSI model.

The IEC refers to this reduced OSI model as Enhanced Per-
formance Architecture (EPA). In DNP3, use is made of an en-
hanced version of the EPA by adding a fourth layer – a pseudo-
transport layer that allows for message segmentation. This is 
shown in Figure 6.5.

DNP3 application layer 
The DNP3 application layer provides standardised functions 
and data formatting and allows the user layer above it to gain 
access to the network. 

DNP3 pseudo-transport layer 
In DNP3, the pseudo-transport layer, comprising a single byte, 
is incorporated into the application layer and, when transmitting, 
is responsible for segmenting the application layer messages 
into multiple frames – suitably sized for transmission by the 
data link layer. When receiving, the role of the pseudo-transport 
layer is to reassemble the frames into longer application layer 
messages.

DNP3 data link layer 
The data link layer determines how the data is packed into data 
frames and, using error correction and detection techniques, 
ensures the link is reliable. The data link layer is also respon-
sible for handling information and acknowledgements and for 
determining which nodes can transmit on the network at any 
given time.

DNP3 makes use of the FT3 frame format – considered the 
most reliable of the IEC 6870-5 recommended frame formats. 
However, whilst the FT3 IEC specification calls for synchronous 
transmission, DNP3 is configured for asynchronous transmis-
sion with a variable length frame. In addition, DNP3 makes use 
of balanced mode transmission and specifies a collision avoid-
ance scheme for multi-drop networks. 

DNP3 physical layer
The physical layer defines the physical characteristics of the 
adapter interface and includes: the format for the electrical sig-
nals (e.g., voltage and current levels); the encoding scheme; 
synchronisation across the media (starting and stopping); the 
type of connector; and the connector pin-out. The cable itself is 
not included in this level since the OSI model defines only the 
communication properties of a node in a network and not the 
network itself.

Originally, DNP3 was specified over a simple serial physical 
medium such as RS-232, RS-422 and RS-485. However, most 
modern applications are implemented over Ethernet (TCP/IP).

6.6 DNP3 packet structure overview
Figure 6.6 shows a more detailed view of the DNP3 packet 
structure and, without any doubt, the packet structure is ex-
tremely complex.
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Figure 6.6: Overview of the DNP3 packet structure.

At the application layer, the Application Service Data Unit 
(ASDU), a packaged object in itself, is combined with an Appli-
cation Protocol Control Info (APCI) block to form what is termed 
an Application Protocol Data Unit (APDU).

At the next layer down, the pseudo-transport layer (which 
in reality forms part of the application layer) is responsible for 
segmenting the APDU into 250-byte frames allowing it to fit into 
data link frame.

The data link frame comprises a fixed-length header block of 
10 bytes (including two bytes of CRC) followed by a maximum 
of 16 data blocks, with each incorporating its own 16-bit CRC. 
The maximum frame length is 292 bytes.

And finally, at the physical level, the complete ensemble is 
transmitted asynchronously and simply comprises eight data 
bits – together with a start and stop bit – but with no parity.

If conventional serial communication (RS-232/422/485) is 
used, the packet assembly is completed and placed on the 
transport media (usually open wire twisted pair cable). How-
ever, if the packet is to be sent over Ethernet, the three DNP3 
layers are encapsulated in the application layer; the assembled 
packet is, in turn, encapsulated in the Transmission Control 
Protocol (TCP); which is encapsulated in the Internet Protocol 
(IP). The User Datagram Protocol (UDP) can also be used but 
presents some additional issues related to reliable delivery in 
congested networks.

6.7 DNP3 data link layer
A key feature of DNP3 is its reliability – allowing it to be used, 
with relative impunity, in electrically noisy environments. Error 
checking, therefore, is a prime consideration. In order to exam-
ine this a little closer, we need to look at the message structure 
at the data link level.

At the level of the data link layer, the DNP3 FT3 frame (see 
Figure 6.7) comprises a fixed-length header block followed by a 
number of data blocks – each incorporating its own 16-bit CRC: 

Figure 6.7: The data link layer FT3 frame comprises a fixed-
length header block followed by a number of data blocks, each 
incorporating its own 16-bit CRC. 

• SYNC (two bytes): although referred to as SYNC, in real-
ity the frame is asynchronous and actually functions as a 
START field.

• LENGTH (one byte): specifies the total number of bytes in 
the frame – excluding the START, LENGTH, and CRC fields. 
The minimum value for this field is thus five (no data pay-
load) and the maximum value is 255.

• CONTROL (one byte): the eight bits comprising the control 
field give details of the frame transmission direction; the type 
of frame; and flow control information according to the details 
shown in Figure 6.8.

Figure 6.8: Details of the eight bits comprising the one-byte con-
trol field. 

As indicated, the function code (bits 0, 1, 2, and 3) identifies the 
type of frame according to Table 6.1.

Table 6.1: The function code (bits 0, 1, 2, and 3) identifies the 
type of frame.

PRM = 1

Function 
code

Frame type Service function FCV 
bit

0 SEND - CONFIRM 

expected

RESET of remote link 0

1 SEND - CONFIRM 

expected

Reset of user process 0

2 SEND - CONFIRM 

expected

TEST function for link 1

3 SEND - CONFIRM 

expected

User Data 1
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4 SEND - NO REPLY 

expected

Unconfirmed User Data 0

9 REQUEST - RE-

SPOND expected

REQUEST LINK 

STATUS

0

Secondary    PRM = 0

Function 
code

Frame type Service function

0 CONFIRM ACK – positive acknowledge-

ment

1 CONFIRM NACK – message not accepted, 

Link busy

11 RESPOND Status of link (DFC = 0 or 1)

Destination address: specifies the address of the station that 
the frame is directed to. The address 0 × FFFF is an all-stations 
address.
Source address: specifies the address of the station that the 
frame originated from.
Header CRC: a two-byte cyclical redundancy check.
User data block: each data block may contain from 1 to 16 
bytes of user data. Each user data block has its own two-byte 
CRC.

Message flow
Figure 6.9 illustrates some of the possibilities for message flow.

Figure 6.9: Examples of message flow between Master and 
Outstation.

In Case 1, the master sends a request to the outstation. The 
outstation accepts the request and processes it. The outstation 
may or may not send an optional confirmation. The outstation 
sends a response to its action that is accepted by the master. 
The master may or may not send an optional confirmation.

In Case 2, the outstation sends an unsolicited response to 
the master that is accepted. The master may or may not send 
an optional confirmation.

As we saw earlier in Figure 6.6, the Transport Protocol Data 
Unit (TPDU) in the pseudo-transport layer contains a one-byte 
Transport Header (TH) in the frame that contains information on 
the frame sequence. This guards against missing or misguided 
frames, which can result in an altered message. Details of the 
TH are shown in Figure 6.10.

Figure 6.10: Details of the transport header – a one-byte addi-
tion to the TPDU. 

6.8 Application protocol data unit 
As shown in Figure 6.6, the APDU comprises two sections: Ap-
plication Protocol Control Information (APCI) and the Applica-
tion Service Data Unit (ASDU). 

Application protocol control information 
The role of the APCI is twofold: to provide application control 
for segmentation and sequence control; and to provide function 
coding for flow control. 

The nature of the response also determines the length of 
the APCI. As shown in Figure 6.11, if appended as a request 
header, the APCI comprises one byte of application control fol-
lowed by one byte of function code. If it’s a response header, 
it comprises two bytes of application control and two bytes of 
function code to which is added a two-byte Internal Indication 
Information (IIN) coding.

Figure 6.11: Overview of the application protocol control infor-
mation.

Application control
Details of the one byte of application control, which deals with 
fragmentation, are given in Figure 6.12.

Figure 6.12: Details of the one-byte application control. 

Chapter 6: DNP3

Industrial Communications Handbook   •   June 2013



Function codes
DNP3 makes use of 27 basic function codes to exchange infor-
mation between masters and outstations. Some of the function 
codes enable a master to request and receive status informa-
tion from an outstation whilst others enable the master to de-
termine or adjust the configurations of an outstation. Table 6.2 
details some of the more widely used function codes.

Table 6.2: Some widely used function codes.

Function 
Code

FUNCTION Description

0 CONFIRM Message fragment confirmation used 

in both requests and responses.

1 READ Request specified objects. Respond 

with objects requested that are avail-

able.

2 WRITE Store requested objects in outsta-

tion and respond with status of the 

operation.

3 SELECT Select control points but do not 

operate. Respond with the status of 

control points.

4 OPERATE Produce output action on selected 

control points. Respond with status of 

control points.

5 DIRECT OPER-

ATE

Select and operate specified control 

points. Respond with status of control 

points.

6 DIRECT OPER-

ATE –NACK

Select and operate specified control 

points. Do not send any response. 

125 RESPONSE Response to a selected message.

130 UNSOLICITED 

MESSAGE

Unsolicited response that was not 

prompted by request.

Internal indication information
Appended only to a response header, the IIN is a two-byte field, 
– part of the response header that follows the function code. 
Figure 6.13 shows details of the first and second bytes respec-
tively.

Figure 6.13: Details of the first and second bytes of the two-byte 
IIN field.

Application service data unit
As shown in Figure 6.14, the ASDU comprises the application 
data to which is attached the object header – a library of objects 
that are typically used in SCADA systems.

Figure 6.14: Overview of the application service data unit.  

6.9 Object models
Typically, a SCADA system comprises a number of RTUs that 
collect field data in a number of formats (digital, analogue, 
change of state, etc.) and connect back to a master station via 
a communication protocol e.g., DNP3. This allows the master 
station to display the acquired data and allows the operator to 
perform remote control tasks.

In order to access a specific I/O point via the RTU protocol, 
the user would either require a wiring diagram or a ‘tag data-
base’ that describes which I/O points were connected to which 
specific functions (e.g., VT, CT, circuit-breaker, etc.).

In DNP3, this problem is overcome through the use of a data 
object model that automatically creates the ‘mapping’ between 
the I/O points and specific functions in the substation.

In DNP3, standard data types are termed object groups and 
include:
• Binary inputs.
• Binary outputs.
• Counters.
• Analogue inputs.
• Analogue outputs.
• Time and date.
• Class.
• File transfer objects.
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An ‘analogue input’ object, for example, may be used to report 
characteristics that have a range of values: a temperature may 
have a range from 200 to 400°C; a compressor outlet pressure 
can vary from 8 to 10 bar. In addition, within each object group, 
object variations exist that are typically used to indicate a dif-
ferent method of specifying data within the object group: e.g., 
allowing for transfer of data as a 16-bit signed integer; a 32-bit 
signed integer; or as a 32-bit floating point value.

Because not every event needs to be reported, the object 
grouping also allows users to classify their data into different 
groups or classes. Currently DNP3 supports four classes of 
data – 0, 1, 2, and 3. Class 0 data is real-time data whilst Class-
es 1, 2 and 3 are reserved for objects that require time stamp 
information (event data). Each class of data is independent of 
the other and incorporates variation parameters that allow the 
user to select the type of value, time and diagnostic information 
to be recorded. 

In order to maximise the number of data points that can fit 
into a single data frame, the DNP3 object data model is de-
scribed in purely numerical terms – comprising three different 
parts:

Object number – specifies the type of data point e.g.: 
1 = binary input static data point 
2 = binary input event data point 

Variation number – specifies which optional parameters would 
be present for a given data point of a specific object number, 
e.g.: 
1 = the data point included status 
2 = the data point did not include status

Index number – refers to a specific instance of a DNP object 
and variation, e.g., if a device supports 16 binary input static ob-
jects, the index number to access one of these would be 0-15.

This economy of scale in describing the object models is par-
ticularly relevant in meeting the low bandwidth requirements of 
DNP3.
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