
It’s coming up for five years since we published the previ-
ous Industrial Communications Handbook in 2008 and, once 
again, many changes have taken place. There have been 

small but significant ‘tweaks’ to some of the existing technolo-
gies; and there’s been a huge uptake in the use of wireless 
technology – with still no end in sight to the so-called ‘Wireless 
Wars’.

And then there’s the ‘Smart Grid’.

What’s the Smart Grid?
My eyes were recently irresistibly drawn to an article entitled 
Majority of Americans don’t understand smart grid, study says. 
Apart from the somewhat convoluted English, the biggest sur-
prise lay in the statement: “The majority of Americans have 
heard of the Smart Grid, but most don’t know what it is.”

Really? The average American is that well-informed? Do you 
really think that the same statement could be applied to South 
Africa or, for that matter, even to Britain? I have my doubts. 
A recent survey as to the nature of Smart Grid, conducted in 
the bar of my local rugby club, elicited not a single intelligent 
response – mind you, the hour was late and Wales had, once 
again, just won the six Nations – beating England 30 points to 
3. But still … .

So what exactly is it? 
From a global perspective the Smart Grid can be understood 

as a range of technologies that contributes to a more efficient 
and more reliable power distribution system. 

Of course, that’s possibly so ‘global’ as to be almost mean-
ingless. So let’s drill down a little.

From its inception, the power distribution grid was created 
as a two-way simplex service: power flowing from the gener-
ating station to the consumer; and one-way communication of 
the energy consumed (often by phone or mail) sent back to the 
provider.

Currently, a relatively small number of very large facilities, 
strategically located close to fossil fuel reserves, generate most 
of the power which, because of the difficulties involved in stor-
ing energy in sufficient quantities, must be used immediately or 
wasted.

Consequently, in order to avoid major power outages, power 
supply providers must provide a sufficiently large and expensive 
infrastructure to support peak demand when required. Indeed, 
in order to support these peak demands, the US Department 
of Energy (DOE) estimates that 10% of the power generation 
and 25% of the distribution infrastructure is only used 5% of 
the time.

Another (frightening) report from the US DOE 
states that: “In many areas of the United States, 
the only way a utility knows there’s an outage is 

when a customer calls to report it.”

It might be said that the primary function of a power supply 
provider is to produce, distribute, and deliver energy to the end 
user. The on-going goal of the provider is thus to achieve those 
tasks through a fully integrated, automated and remotely super-
vised system that requires minimal human intervention.

At its basic level, therefore, the primary role of a Smart Grid 
could be seen as a system for providing an automated demand 
response strategy that equalises load distribution – flattening 
demand spikes and thus eliminating the cost of adding reserve 
generation. 

Such load balancing, conducted on a national basis, be-
comes even more challenging with the increasing use of inter-
mittent and variable alternative power sources such as wind 
turbines and solar cells that need to be integrated into the grid. 
This implies a move from a centralised grid topology to a dis-
tributed topology – with power being consumed and generated 
at the limits of the grid.

However, such a system would also need to support sub-
station automation, asset management, equipment monitoring, 
wide-area monitoring and control, Reliability-centred Mainte-
nance (RCM) as well as the associated data access security.

In this regard, the DOE lists five fundamental technologies 
that will drive the Smart Grid:
• Integrated communications, connecting components to 

open architecture for real-time information and control, al-
lowing every part of the grid to both ‘talk’ and ‘listen’.

• Sensing and measurement technologies, to support fast-
er and more accurate response such as remote monitoring, 
time-of-use pricing and demand management.

• Advanced components, to apply the latest research in su-
perconductivity, storage, power electronics and diagnostics.

• Advanced control methods, to monitor essential compo-
nents, enabling rapid diagnosis and precise solutions appro-
priate to any event.

• Improved interfaces and decision support, to amplify hu-
man decision-making, transforming grid operators and man-
agers, quite literally, into visionaries when it comes to seeing 
into their systems.

From the foregoing it can be seen that it is almost axiomatic that 
a key element of such a Smart Grid lies in the use of an integrat-
ed digital communications network – catering for real-time data 
exchange and control. Such integrated communications would 
also lead to increased reliability and security through the use 
of self-healing digital communication networks and improved 
equipment diagnostics through device interrogation.

It is also axiomatic that substations not only facilitate the ef-
ficient transmission and distribution of electricity but play a vital 
role in terms of monitoring and controlling power flows and pro-
vide the interconnection between generating facilities, transmis-
sion and distribution networks and end consumers. 

Substation Automation (SA) makes control and monitoring 
possible in real-time and helps maximise availability, efficiency, 
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reliability, safety and data integration. Any communications net-
work, therefore, also needs to support substation automation 
asset management, equipment monitoring, wide-area monitor-
ing and control, RCM, as well as the associated data access 
security.

From the viewpoint of this handbook, therefore, a single 
question remains: “Which digital communications system 
should we use?”

Obviously, similar to the requirements for a conventional in-
dustrial digital network, there is no single technology that meets 
all the needs. Consequently, we are going to see a mix of pro-
tocols and technologies, all of which should (ideally) provide 
seamless connectivity – a goal that has yet to be realised in the 
industrial environment.

We thought it would be fitting to look at a number of the sys-
tems that are used in Smart Grid applications. So, it’s time to 
dust off some of the systems that have been sitting in relative 
obscurity: DNP3; BACnet; LonWorks; LonTalk; and probably 
the main contender for the system backbone – IEC 61850.
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