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Structural and technical measures such as CCTV systems are decisive to increase the security in buildings and facilities.

Security requires protection
By V Raab, DEHN + SÖHNE GmbH

Security, stability and order are basic needs. In a world of increas-
ingly complex processes, sophisticated technical equipment 
is required to satisfy these basic needs. In this context, both 

structural and technical measures such as CCTV systems are decisive 
to increase the security in buildings and facilities. Failure-free opera-
tion of these systems is particularly vital in dangerous and extreme 
situations to ensure that the required information is transferred and 
the relevant actions are initiated. False alarms may cause unneces-
sary costs and make the alarmed group of persons used to alarms so 

that real alarms may no longer be taken seriously. This would have 
fatal consequences. False alarms resulting from technical problems 
can have different causes. One possible cause is electromagnetic 
interference with the monitoring systems. During a thunderstorm, a 
particularly dangerous combination of circumstances occurs. On the 
one hand, there is always an increased risk of fire resulting from the 
thermal effect of a lightning strike. On the other hand, a lightning dis-
charge is a strong source of electromagnetic interference which may 
interfere with the security systems due to conducted interferences and 
the electromagnetic field. This leads to failure or destruction of the 
security systems which are then no longer able to indicate a danger-
ous situation. Therefore, lightning and surge protection measures 
are required to ensure safe operation of such systems.

CCTV systems are used to monitor public and private rooms, 
traffic flows and technical systems. In industrial plants, they are 
vital to ensure safe and efficient operating procedures. Installed in 
an outdoor location, CCTV cameras are often vulnerable to direct 
lightning strikes due to their exposed location. This danger can be 
avoided by adequately arranging the cameras at the outer walls of 
buildings (see Figure 1) or installing lightning protection systems for 
the cameras (see Figure 2).

The lightning protection standards of the IEC 62305 [1] series 
form the basis for planning and implementing lightning protection 
measures. The protection goal of the two protection measures men-
tioned before is to prevent a direct lightning strike to the camera Figure 1



E+C  SPOT ON • April 2015

Veiko Raab received his engineering degree (Dipl-Ing) from 
the Technical University of Ilmenau (Germany) in 1990. He 
joined DEHN + SÖHNE GmbH+Co.KG in 1991 and is currently 
working as director of international technical services and 
support. He provides training courses on lightning and surge 
protection for DEHN’s customers as well as a lecturer on 

training courses organised by the Association for Electrical, Electronic and 
Information Technologies of Germany (VDE). He is the author of several 
articles published in technical magazines and author of a handbook on 
Lightning and Surge Protection in Germany.
Enquiries: Visit www.schneider-electric.com

Figure 3

Figure 2False alarms may cause unnecessary 
costs and make the alarmed group of people 
used to alarms so that real alarms may no 

longer be taken seriously.

to be protected by an adequate arrangement of air-termination 
systems. When dimensioning the down conductors for the external 
lightning protection system of the camera, a sufficiently large sepa-
ration distance must be maintained between the down conductor of 
the lightning protection system and the CCTV camera including its 
supply lines to prevent flashover between the down conductor and 
the CCTV camera. The minimum value of the separation distance to 
be maintained can be calculated based on the calculation scheme 
provided in IEC 62305-3 [1].

Conclusion

If, for example, CCTV cameras have to be installed on an isolated 
camera mast to be able to seamlessly monitor an object or an instal-
lation (see Figure 2), it is often difficult to maintain the separation 
distance between the CCTV camera and the installations of the 
external lightning protection system. 

But there are also practice-proven solutions for this case such 
as high-voltage-resistance, insulated conductors (see Figure 1). As 
can be seen in Figure 2, no separation distance must be maintained 
between the CCTV camera and the down conductor if these special 
conductors are used.

CCTV cameras are typically installed on masts at the periphery 
of large objects and installations. The resulting larger cable lengths 
between the central monitoring system and the camera masts are 
targets for the electromagnetic field of the lightning discharge which 
may induce impulse-shaped and temporary high voltages in the lines 
of the CCTV system. These voltages may interfere with or even destroy 
the CCTV cameras. To prevent this situation, surge protective devices 
for protecting the supply voltage and the video signal of the camera 
should be used (see Figure 3).

Specific lightning and surge protection measures for security 
systems such as CCTV systems avoid false alarms in case of uncritical 
situations and the resulting costs, thus considerably increasing the 
operational reliability of these systems. 

Only if all technical boundary conditions are observed, trouble-
free operation of security systems and thus the necessary information 
transfer is ensured.

Reference

[1] IEC 62305-3. 2010. Protection against lightning. Part 3: Physical 
damage to structures and life hazard.


