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Risk mitigation during design, although beneficial, is not easy 
and at times adds to capital cost. Although the life of a human 
being is priceless – for the business track – an appropriate cost 

benefit analysis over the lifecycle of the plant reveals that it is always 
beneficial to spend money towards safety through a proper design 
rather than pay for accidents and breakdowns later. Design guidelines, 
aspects and philosophies form the backbone of safety through design 
and an appropriate design safety audit system should be in place to 
check whether the design is safe or not. This is a unique approach of 
addressing the issue of electrical safety by expanding the definition 
of safety beyond human safety and into equipment and overall plant 
safety. Proper implementation of safety through design will eliminate 
and contain electrical risks and limit harm to human beings.

With globalisation, in modern times, growing pressures for higher 
productivity and energy optimisation in the oil and gas industry and 
a perpetual pressure to perform in order to maintain competitive 
advantage in the product market, a strategic shift is being observed 
towards clustering together of manufacturing units into single 
geographical locations and preferably near sources of energy. Al-
ternatively downward integration and cost optimisation have made 
way for a number of captive generation plants which operate either 
synchronised to the power utility grid or in islanding mode. To add 
to this expansion, advancements in manufacturing technologies, 
material science and equipment design have resulted in increased 
sizes of electrical machines. On the other hand electrical component 
manufacturers are reducing all design margins in equipment (eg less 
air gap, optimising on iron and copper, etc) to minimise cost and en-
sure their sustainability. Consequentially the complexity of industrial 
networks and demands on machine performances are continuously 
escalating and challenging all erstwhile and foreseeable boundaries 
of electrical safety considerations and limits. These changed perspec-
tives force today’s electrical engineer to refocus on limiting electrical 
risks. This article takes a comprehensive look into the engineering 

and design aspects that can make the use of electricity in refineries 
and petrochemical plants safer. The scope of ensuring safety through 
design is too large to be covered in a single article and this document 
only serves the purpose of introducing the topic and describes the 
high level approach to be followed to ensure safety through design.

History

Electrical safety has historically been enforced only through adminis-
trative control and by the use of personnel protective equipment. The 
most prominent documents that have been used for a long time to 
promote these concepts have been the NFPA (National Fire Protection 
Association) 70, National Electrical Code (NEC) document and 70E, 
Standard for electrical safety in the workplace document (both from 
the USA), ISO/IEC Guide 51 Edition 2 1999 Safety Aspects – Guidelines 
for their inclusion in standards and Occupational Health and Safety 
Act Number 85 of 1993 of the Republic of South Africa. In July 2007 
the US National Institute of Occupational Safety and Health (NIOSH) 
decided to take a step forward and look into engineering solutions 
towards improving safety. From there it was generally accepted that 
solutions that eliminate or reduce the frequency or severity of expo-
sure are the most effective means of safeguarding worker safety [1, 4]

The journey

In South Africa, the author’s company started working further on 
this idea in the year 2010 by expanding the definition of electrical 
safety beyond keeping human beings safe, to making all electrical 
installations safe. Although there is a substantial amount of work 
being done on individual equipment by equipment manufacturers, 
there are very few known publications that take a holistic view of 
every aspect of electrical design that can ensure electrical safety. It 
can be a misdirected focus trying to ensure safety through design by 
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Electrical risk mitigation, through the use of administrative control (eg work permits and procedures, access control, etc) and personnel 

protective equipment, is a reactive approach to ensuring safety where effectiveness over many decades has proven not to be adequate.  

A proactive approach is required to mitigate the risks right at the engineering and design stage and stop accidents from occurring.
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concentrating on individual equipment. Electrical safety is ensured 
through integration of all the individual design characteristics of 
machinery and components intended for a specific location, favour-
ably complementing and communicating with each other in unison.

It is a well-documented and established fact that the use of Admin-
istrative Control and Personnel Protective Equipment [1, 4] is a reactive 
approach wherein work practices and protective equipment are used 
only to minimise impact of existing risks. This reactive approach is not 
regarded as an adequate practice in the author’s company. A focus on 
engineering methods for elimination of the risk right at the engineering 
and design stage is required. As a second line of defence methods of 

severity containment have 
to be engineered into the 
design. While these steps do 
not call for eradication of ad-
ministrative control and per-
sonal protective equipment, 
they drastically decrease their 
importance.

Figure 1: The Safety by Design Focus Shift.

‘Pricetag’

Ensuring safety through design does add onto the capital cost but 
a quick cost vs benefit study on the overall lifecycle of the plant re-
veals that the costs are recovered by decreased running cost, lesser 
equipment breakdown and accidents plus their knock on effects in 
the form of downtime, impact on morale and costs of hospitalisation 
and insurance. 

Caution

The skill of the design engineer is to find the line of equilibrium for 
optimally sustained safe operation and this equilibrium is reached by 
judiciously equating capital investment versus operating expenditure 
to maintain safety. In order to make the installation safe one should 
never cross the line of optimum capital expenditure. All expenditure 
beyond this line falls in the zone of unapplied expenditure. 

Identified areas of improvement

Four major design issues identified for improving safety are Reliabil-
ity, Inappropriate Design, Complexity and Experimentation without 
adequate technical review.

Solution

Improving on the identified issues needs the revisiting of a number 
of engineering and design Guidelines [G], Aspects [A], Philosophies 
[P] and Systems [S] from the safety perspective. 

Figure 2: Method of improvement.

Improvement can be brought about by a systematic analysis of design 
GAP (Guideline, Aspects and Philosophy) followed by putting in place 
a system (S) for systematic execution and analysis.
•	 The	design	GAP	that	can	be	put	into	place	to	eliminate	risks	are	

called GAP-1.
•	 The	second	line	of	defence	that	contains	the	severity	of	the	dam-

age will be called GAP-2.

GAP – 1

A high level list of some of the identified design guidelines, aspects 
and philosophies are provided in the following sections:

 

Figure 3: Defining GAP-1.

Guidelines (GAP-1)

Some of the identified guidelines for implementing safety through 
design are:
•	 Avoid	designing	complex	and	demanding	networks,	systems	or	

equipment
•	 Avoid	experimenting	with	unproven	technology
•	 Avoid	continuous	forced	cooling	of	equipment
•	 Avoid	the	unnecessary	use	of	compact	equipment
•	 Avoid	developing	complex	logics	with	numerous	interlocks
•	 Always	design	for	remote	switching
•	 Avoid	putting	in	unnecessary	automation
•	 Design	for	the	worst	case	scenario

Aspects (GAP-1)

Some of the design aspects that can lead to hazard and need to be 
checked for implementing safety through design are:
•	 Correct	network	modelling	and	parameter	optimisation
•	 Proper	thermal	stability	and	heat	dissipation

* Transient thermal stability
* Sustained thermal stability during normal operation
* Thermal stability for hazardous locations

•	 Limited	electro-dynamic	stress	and	Arc	flash	energies
* Electro-dynamic stress due to bolted 3 phase symmetrical 

short circuit current
*	 Arc	flash	incident	energy,	Arc	flash	pressure	and	light	[2,	3]
*	 Methods	of	Arc	flash	detection

•	 Designing	for	hazardous	and	explosive	atmospheres
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 ** Hazardous gas
 o Type of enclosure
 o Gas sub-grouping
 o Maximum surface temperature
 o Associated cables and junction boxes
 o Use of power electronics equipment in hazardous locations
 o Temporary power supply equipment in hazardous location
 o Telephones and communication equipment for hazardous  

 location
	 o	 Light	fittings	in	hazardous	areas
 o Wireless communication equipment in hazardous areas
 ** Hazardous dust
•	 Equipment	location	and	ergonomics	(accessibility	of	equipment)
 * Approachability to equipment
 * Switching from hand stations
 * Adequate space surrounding equipment
 * Confined space entry
	 *	 Location	of	the	equipment
 * Weight of equipment and access of lifting cranes, lifting  

 tools and tackles
•	 Adequate	and	appropriate	Illumination
	 *	 LUX	level
 * Colour rendering index
 * Glare and shadow
 * Design for normal, emergency and critical lighting
•	 Appropriate	equipment	sizing	and	rating
 * Rated electro-dynamic asymmetrical short circuit withstand  

 level (kA - rms) vis-à-vis time
 * Rated thermal symmetrical short circuit withstand level  

          (kA - rms) vis-à-vis time
 * Highest system voltage withstand level (kV - rms)
 * Highest power frequency voltage withstand level (kV - rms)
 * Highest lightning impulse voltage withstand level (kV –  

 peak)
 * Hazardous area classification of equipment
	 *	 Voltage	 and	 frequency	 fluctuation	 levels	 (individual	 and	 

          combined)
 * Ride through capability of equipment
 * Surge arrestors and diverters
 * Rated Making and Breaking Current of switches
 * Switching class
 * Switching duty
 * Short time Contact ratings of contacts
 * Bus-bar earthing devices and interlocks
 * Type of system earthing
 * CT secondary selection in relays
•	 Design	against	maloperation
 * Electromagnetic interference
 * Radio frequency interference
	 *	 Long	cable	distances
 * Mutual Inductance and Induced voltages
 * Magnetic saturation
 * Wrong signaling
 * Speed of signaling
 * Stop or trip signals
 * Eddy currents

•	 Design	to	prevent	mistakes	by	humans
 * Proper tagging, labelling and marking of equipment
 * Segregate power and control sections in switchboards
 * Discrepancy
 * Racking interlocks
 * Closing interlock
 * Upstream and downstream breaker inter-tripping interlock
 * Inter-tripping
 * Bus transfer schemes
•	 Designing	safety	by	ensuring	signal	integrity
	 **	Safety	Integrity	Level	(SIL)	rating.
 o Fail safe signals
 o Design for signal redundancy
•	 Protection	against	lightning
•	 Prevention	against	static	electricity
•	 Proper	system	earthing
•	 Design	for	Critical	Equipment
 * Identifying single point of failure
 * Identifying single mode of failure
 * Identifying critical equipment and critical power philosophy
 * Battery back-up time
 * Emergency shutdown (ESD)
•	 Appropriateness	of	design	to	suit	ambient	conditions
 * Altitude of project site
	 *	 Location	of	project	site
 * Maximum and minimum temperature of project site
 * Rainfall at project site
 * Relative humidity at project site
 * Prevailing winds at project site
 * Soil resistivity and corrosiveness study
 * Air quality of project site

Philosophies (GAP-1)

The most fundamental decisions are based on design philosophies 
and all philosophies must comprise of a separate section which 
scrutinises the concept that forms the backbone of the philosophy 
for operational safety for normal and abnormal operating conditions.
•	 Network	and	system	study	philosophy
•	 Voltage	level	selection	philosophy
•	 Plant	sub-station	philosophies
•	 Substation	automation	philosophy
•	 Power	management	system	philosophy
•	 SCADA	philosophy
•	 Protection	philosophies
•	 Signal	communication	philosophy
•	 Earthing	and	lightning	protection	philosophy
•	 Wiring	philosophy
•	 Automatic	bus	transfer	philosophy
•	 Switchgear	bus	coupler	philosophy
•	 Synchronisation	panel	philosophy
•	 Critical	power	philosophy
•	 Metering	philosophy
•	 Fire	and	gas	protection	philosophy
•	 Communication	philosophy
•	 Equipment	selection	philosophy
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GAPS – 2

 
Figure 4: Defining GAP-2.

Aspects (GAP-2)

As mentioned earlier in the article certain electrical risk cannot be 
eliminated and thus the backup protection is to be engineered into 
the design. 

These aspects shall contain the severity of the damage and 
decrease the consequence and extent of damage resulting in lower 
residual risks.
•	 Appropriate	back-up	protection	settings	and	grading
•	 Designing	inter-tripping
•	 Design	adequate	communication
•	 Fire	and	gas	detection	system

System

For implementing safety through design one needs to understand 
the whole cycle of engineering and use design guidelines, aspects 
and refer to philosophies at appropriate stages of the design. 

Additional knowledge of design limits and tolerances and their 
codes and standards are desirable. A systematic method comprising 
of safety checklists, and safety hold-points after every engineering 
phase is required. Defining the system shall be done in subsequent 
articles.

Conclusion

Revisiting the safety requirements with specific focus of risk elimina-
tion and severity containment right at the design stage can definitely 
make the world of electricity in industries a safer place. 

Further focus must expand from individual equipment to con-
sidering the system as a whole and safety is to be contextualised 
not only from the perspective of human safety (although that is of 
paramount importance) but also from a more mature platform of 
ensuring safety of every installation, machine and equipment during 
normal and abnormal operation.
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