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Wireless data communications offer advanced flexibility and 
technological benefits to new Supervisory Control and Data 
Acquisition (SCADA) system deployments, as well as a 

means to upgrade performance to existing SCADA systems. In fact, 
wireless technologies have become accepted as optimal communica-
tion solutions for SCADA applications in many industrial settings. The 
electric power and smart grid markets, for example, continue to see 
an increase in the use of wireless networking technology, especially 
for distribution automation applications where many critical functions 
and actions are automated.

For example, in distribution automation, the monitoring of critical 
feeders, fault detection, isolation and restoration to reduce the dura-
tion and impact of outages, supporting the shifting of loads between 
sources to help avoid or alleviate overload conditions, and controlling 
capacitor banks are just a few examples of processes that are now 
automated wirelessly. 

As reliability and load requirements continue to increase, so does 
the need for a reliable data communications network to serve automa-
tion purposes within the smart grid. With all this in mind, choosing the 
appropriate communications networking technology can be a taxing 
ordeal and begs the question, how does a utility select the appropriate 
communication technology for its individual SCADA system? 

TIPS FOR SCADA INDUSTRIAL COMMUNICATIONS

Assess technology options

As more decision makers choose wireless, emerging solutions con-
tinue to be developed as well. Perhaps the most important caveat 
in selecting a wireless system is that utility decision makers must 
understand the communication requirements for their smart grid 
before they choose a solution. No single technology can satisfy the 
requirements and all of the priorities of all utility operators, especially 
in a system as complex as the smart grid. 

For example, there are standardised wireless technologies that 
often are used for smart grid applications. These industry standards-
based devices offer many positive attributes, however, a negative 
aspect is that the only requirement to connect this wireless system 
is an ‘off-the-shelf’, standards-based device (ie Wi-Fi). When it comes 
to security, this could be perceived as a disadvantage because of 
widespread knowledge about what makes this wireless technology 
work and the protocols that are used. For an application that is send-
ing small amounts of data across a short distance, a standards based 
device, such as Zigbee, may be a good choice, but the utility must 
take security requirements into consideration as part of the success 
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equation. It has been proven that proprietary systems and devices 
offer a higher degree of security functions and capabilities. Intruders 
will find it much more difficult, if not impossible, to access the sig-
nal of proprietary wireless technology, such as Frequency Hopping 
Spread Spectrum (FHSS) data radios. In the distribution layer, where 
secure data transmission is essential in preventing blackouts and other 
detrimental events, FHSS may be an ideal communications option. 
FHSS radios include systems operating within the unlicensed com-
munications band, such as 900 MHz spread spectrum radios. When 
it’s time to research all of the available options, learn what really is 
available today and carefully investigate each option.

Reduce costs

While some companies will want to preserve existing investments 
of mixed or hybrid technologies, there are clear advantages for com-
munication professionals in selecting wireless technologies over 
wired alternatives for their SCADA systems. The most intuitive of all 
the advantages is the reduction of labor and material costs required 
to hardwire (via trenching) the remote assets. Installation costs are a 
growing concern for company managers as labour rates continue to 
rise and labour pools decline. 

Additional savings are realised via speed of deployment. Wired 
systems can take days or weeks to be properly installed. Conversely, 
wireless networks generally require only the end points to be installed, 
saving substantial time and costs. Networks should scale gracefully 
as the number of end-points increase. Following installation savings, 
scalability is the biggest advantage of wireless over hardwire. Wireless 
also can be implemented gradually over time and actually integrate 
into existing systems.

Consider a hybrid approach

One solution doesn’t always fit all needs. If an operator requires 
mobile access to a SCADA network, it makes the most sense to find 
a vendor that offers this capability. If there is a microwave tower in 
place, they may want to consider utilising that existing infrastruc-
ture. There may be a benefit in piggy-backing slower licensed radio 
networks with faster 902 to 928 MHz frequency hopping, Advanced 
Encryption Standards (AES) encrypted networks. There also might be 
an option to install I/O capable solutions (analog and digital signal, 4 
to 20 and 1 to 5) to relay contact closures or other data without add-
ing a new Programmable Logic Controller (PLC or Remote Terminal 
Unit (RTU). In today’s market there are a variety of options that allow 
an operator to utilise the technology or combination of technologies 
that makes the most sense for their network from both a cost and 
functionality standpoint.

Maximise the value of a SCADA system

There are many ways for an operator to ensure the communication 
network is leveraging all of the SCADA systems benefits. For exam-
ple, with telemetry technologies, such as spread spectrum radio, the 
same radio used in the RTUs can act as a slave sending data back 
to the SCADA host, and also as a repeater to other field devices or 
other RTUs. 

This allows an operator to expand a network almost limitlessly by 
using remote sites as a series of repeaters, and using radio frequency 
technology in the RTUs to poll the instrumentation. This ability to poll 
the instrumentation creates the second network consisting of instru-
ments wirelessly reporting back to the RTU. This short-haul network 
is the equivalent of a Local Area Network (LAN).

 

Find a secure solution

There are many security concerns when it comes to the smart grid 
because electricity is one of the most essential pieces of our critical 
infrastructure. Without electricity, people and machinery could not 
communicate over long distances on a real-time basis. A communica-
tions network that is constantly monitoring the smart grid can notify 
utility operators and pinpoint failure points along the grid. This is why 
it is absolutely essential to have a reliable communication system. 
If the communications system is breached, then it leaves operators 
unable to receive a real-time update on the health of the grid. 

When it comes to wireless technologies today, the two most common 
threats to data communication networks today are Denial of Service 
(DoS) and Intrusion.

AES  – Advanced Encryption Standards
DoS  – Denial of Service
FHSS – Frequency Hopping Spread Spectrum
I/O – Input/ Output
LAN – Local Area Network
PLC – Programmable Logic Controller
RTU – Remote Terminal Unit
SCADA – Supervisory Communication And Data Acquisition

Perhaps the most important caveat in selecting 
a wireless system is that utility decision makers must 
understand the communication requirements for their 

smart grid before they choose a solution.
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When using a reputable provider of FHSS technologies, these types 
of security problems can be nearly eliminated. Wireless FHSS com-
munication networks that have been used and proven by the military 
to be a reliable solution for many years are easy to install, if done 
properly, and can offer the same reliability and security that wired 
systems offer at a much lower cost. 

Because of the strengths of FHSS wireless data radios, utility 
decision makers who are familiar with this type of solution are in-
creasingly implementing field tested and proven wireless networking 
solutions into their smart grid, especially within the distribution and 
remote monitoring layers.

Know the software options

A field technician or utility operator implementing a SCADA network 
system for automating operations will likely want rapid set-up and 
easy management of the network. They will need the ability to manage 
multiple frequencies and multiple networks within a single system, 
from a centralised storage and management center, with easy access 
to the configuration and diagnostics data of the system. 

Also, for those technicians in remote or harsh weather environ-
ments, they will require robust reporting capabilities. Some technol-
ogy vendors offer software programs that will manage all the data 
communication network’s diagnostics and configurations from a 
single, easy-to-use platform.

Choose reputable vendor

Proper research is important in selecting the right technology, but it 
may be even more important when choosing a vendor. A reputable 
wireless solutions provider will provide path study network design, 
offer excellent customer support and allow potential customers to 
conduct a pilot test before making a final purchasing decision. In 
fact, there are some vendors who will offer these services for free 
before the commitment.

Additionally, it is important to research warranties, look at reviews 
and talk to other participants in the industry who have experience 
working with wireless technology providers. Each of these steps may 
help point an operator to the right vendor. 

Conclusion
Effective data transmission keeps utility operators informed on the 
health of their smart grid, allows it to run smoothly and ensures proper 
delivery of power. By deploying a communication network for key 
applications in the grid, especially within distribution automation, the 
operators can have critical data delivered to their fingertips on a real-
time basis. When evaluating communications systems for a SCADA 
network, utility decision makers must be prepared to sift through a 
lot of options. If security, reliability and real-time data are key criteria 
for a utility’s communications system, especially within distribution 
automation, then FHSS wireless networking solutions might be the 
best choice. As wireless continues to become the standard for commu-
nications in the electric power market, utilities can continue to expect 
new options and applications for secure wireless technology. With a 
knowledgeable approach to the marketplace, a utility operator will be 
much more likely to find the system that meets their requirements.
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