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Without the people, products and processes to maintain a safe 
and secure industrial control system, your control system, 
and therefore your plant could be exposed to cyber threats 

exploiting these known vulnerabilities. There is no silver bullet that 
will minimise all risks for all situations. This is why it is important to 
incorporate security into the basic system design of any IACS project.

Main automation contracting

During the first decade of microprocessor-based control systems, 
vendors and end-users focused primarily on delivering projects that 
remained within the boundaries of the individual suppliers. By the 
mid 1990s, the market had matured to the point where end-users 
required more than just a simple control system from their suppli-
ers, but an all-inclusive automation solution that addressed a wider 
range of their overall automation and control requirements. The ‘Main 
Automation Contractor’ or ‘MAC’ was born, supplying not just stand-
alone systems, but rather complete, integrated solutions consisting of 
instrumentation, control systems, manufacturing execution systems, 
and even integration to high-level business applications.

MAC scope of supply

The concept of a MAC required vendors to become involved earlier 
in the project lifecycle to influence key decisions when they can 
provide the greatest impact to both cost and overall functionality of 
the solution. The scope of supply of the MAC continued to grow as 
both end-users and vendors gained experience with the overall effort 
required to deliver integrated automation solutions successfully. Open 
standards have in some cases simplified the integration of various 
components or applications, but in others have greatly complicated 
this process due to the diversity of methods by which even simple 
data integration can be accomplished. 

In the realm of industrial security, each method of integration 
contains a set of both known and latent vulnerabilities that allow 
various threats an opportunity to exploit these vulnerabilities that 
compromises the integrity of the automation solution. Figure 1 shows 
this relationship and how these vulnerabilities are weighted against 
the MAC’s own capabilities, resulting in project risk that needs to be 
identified and mitigated.

Figure 1: Risks associated with application integration of typical MAC 
project scope.

Many of the leading IACS vendors take great efforts to secure their 
systems’ core components, eg the system server, human-machine 
interface, communication channels between these nodes, and the 
various process and safety controllers. However, they do not always 
take sufficient actions to secure the underlying platforms and file 
structures. Furthermore, the less obvious nodes susceptible to a 
cyber attack are the ancillary application platforms that are typically 
added to an integrated IACS architecture to address the expanded 
scope of supply. 

Depending on the supplier, these ancillary applications may be 
installed with little or no security verification. 

This may be due to the MAC’s lack of awareness of the detailed 
functionality of the application, or the supplier omitting established 
security practices from the design of the application. Figure 2 illus-
trates some of these applications and how they can pose a significant 
risk of exploiting vulnerabilities within the IACS.
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Abbreviations

Figure 2: Integrated control system threat vectors.

Project development lifecycle

Nearly all projects follow a common lifecycle model. The actual op-
erational life of a manufacturing project typically exceeds the design 
life that was considered during the design phases. The exact length 
of a project is not as important as the fact that capital projects need 
to account for multiple generations of technology ‘turnover’ that will 
occur during the plant life. 

 

Figure 3: Typical project lifecycle.

The portion of the overall project lifecycle that is most impacted 
by the MAC is the project development lifecycle. This aspect of the 
project focuses on the activities that directly relate to the develop-
ment of the overall IACS beginning with preliminary engineering and 
concluding with the actual commissioning and startup of the facility 
and the associated IACS.

One representation of the logical flow of the project development 
lifecycle is in the form of a ‘v-model’ as shown in Figure 4. This model 
shows the relationship between early project phase tasks and how 
they impact the final tested and delivered solution.  

 

Figure 4: Project development lifecycle.

Most MAC’s approach projects today in the same way as they have 
been implementing them over the past 15 to 20 years. They engage 
with the end-user and front-end engineering contractor early in the 
project to establish project standards for major system components. A 
project organisation is then established that is commonly segmented 
using a commodity-centric approach. 

The MAC then focuses on developing standards that are deployed 
and managed for compliance across the entire project team. Func-
tional specifications are then developed and are used in performing 
hardware design and software configuration of the IACS. 

While the configuration activities are performed, test plans are 
developed, and executed during the later stages of the ‘Detailed 
Design’ phase. Components are then integrated and a pre-test per-
formed prior to any tests witnessed by the end-user. Installation at 
site is followed by a site test to validate overall IACS operation. Fol-
lowing the site activities, documentation is updated to ‘as-built’ and 
project closeout occurs.

Most MAC organisations do not emphasise the importance of ad-
dressing industrial security early in the project development lifecycle. 
As shown in Figure 5, significant activities occur during these phases 
of the project that will impact the resilience of the final delivered IACS.
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late in the project for the sake of maintaining the overall schedule. The 
basic process control and safety systems are both considered high 
profile IACS components and commonly include dedicated resources 
from the MAC, engineering contractor, and end-user. 

Security, however, is typically not considered a high priority 
function. The concept of plug-and-play has led to complacency with 
respect to ancillary applications and how they impact the integrity 
of the overall IACS.

To address these deficiencies, MAC teams today need to focus on 
four areas of the execution methodology that can provide relatively 
high impact relating to the security of the IACS with relatively minimal 
cost being added to the overall MAC project:
• Organisation changes
• New class of engineering services
• Improvements to solution documentation
• Solution integrity testing

Organisation changes

The MAC commonly divides the organisation into two halves:  one 
that is focused primarily on the technical aspects of the IACS, and 
another that is responsible for the functional execution of the overall 
project. The technical organisation is usually established using a 
product-centric approach, with dedicated lead engineers assigned 
to each of the key IACS components.

Overall responsibility for security of the IACS is rarely shown on 
an organisation chart, and this function is often performed by the 
same team as that responsible for the network and IT infrastructure 
of the project. 

What is often overlooked is the fact that the overall integrity of 
the IACS from a security perspective impacts individuals throughout 
the project organisation. 

Some of these are obvious, such as the importance of security 
from the perspective of the DCS and SIS engineering roles. However, 
less obvious tasks which can jeopardise the integrity of the IACS oc-
cur equally in the functional portion of the organisation, such as how 
the system documentation is stored relating to passwords, firewall 
rules, IP addresses, etc, and communicated during the design phase 
of the project; or the specifics of the components procured and used 
in integrating the overall IACS. 

The organisation chart presented above illustrates some of the 
more obvious tasks performed on a project that relate specifically to 
the security of the delivered IACS. In order to mitigate this risk, a new 
role should be added to the overall organisation that is specifically 
responsible for security and how it impacts the IACS. This individual 
should be placed high in the organisation, so that he has oversight 
into all aspects of the project, and possesses the ability to develop 
and implement security programs within the overall MAC project 
organisation. 

Figure 5: Project development lifecycle as it relates to industrial security.

Security lifecycle

Figure 6 illustrates a systematic approach to industrial security as 
defined by /ISA-TR99.00.02-2004 [1] and shows the correspondence 
between the project development lifecycle and security lifecycle. This 
figure shows that just like the development of key standards relating 
to the functionality of the IACS during the early engagement activi-
ties, the MAC also needs to perform critical steps early in the project 
lifecycle that relate to the security of the delivered solution.

 

Figure 6: Security lifecycle as a part of the overall project development 
lifecycle model.

Improving the execution methodology

Studies and white papers from analysts, consultants, and end-users 
confirm that retaining qualified resources within an organisation is 
a challenge. This applies not only to the MAC, but also the end-user 
and engineering contractor organisations as well. It has also been ob-
served that with the vast amount of application and system integration 
that needs to be performed, standards are sometimes compromised 
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Figure 7: Security and how it impacts the entire project organisation.

New class of engineering services

Project funding needs to be provided to cover the additional costs 
required for security-related tasks addressed in the development 
and execution of the project deliverables performed by the MAC, 
including:
• Functional requirements
• Component selection
• Test planning
• Commissioning
• Documentation deliverables

With the MAC scope of supply so broad, a single point of respon-
sibility for security needs to be assigned to address third-party and 
vendor-supplied components. The MAC now needs to expand its 
attention from the core IACS components to those that comprise the 
complete IACS including ancillary and third-party applications (asset 
management, historian, OPC servers, etc).

Additional risk mitigation can be realised by adding specialised 
security review meetings to the project schedule to address the unique 
security requirements within the project. These meetings augment 
the existing system design and system readiness reviews that take 
place today. These reviews should also incorporate assessments of 
legacy systems when implementing migration programs.

Improvements to solution documentation

Documentation is a key component of any security program, both 
in terms of delivering a well-designed solution, and the long-term 
maintainability of that solution. A system that has insufficient docu-
mentation may provide an initially secure solution, however, this 

often leads to the erosion of the effectiveness of the installed solution 
long after the IACS has been commissioned. This occurs because 
the system needs to be modified over time, and the lack of thorough 
documentation results in inadvertent changes being made for the 
sake of operation that ultimately compromise security.

The first step to improving documentation related to security 
focuses on the requirement to develop not only IACS architectural 
block diagrams, but detailed network segmentation diagrams that 
clearly delineate security zones and conduits. It is important to 
provide information that sufficiently defines the actual information 
flow that occurs within the IACS. This should include not only data 
flows, but also a description of the protocols and ports used in this 
communication.

At the component level, it is important to provide documentation 
that describes the security measures available, including access con-
trol, encryption (if used), logging, and alarming. Switch and firewall 
configuration files should be formally documented and assigned 
document numbers so that they can be managed by document con-
trol during the project, and included in any management of change 
procedures during and after IACS commissioning.

System documentation should also be classified in terms of 
confidentiality from a security point of view. IACS documentation is 
a key piece of information that can be used by a potential attacker. 
An IACS can contain all the latest technology security countermeas-
ures, but if all the user accounts information, firewall configuration 
rules, and IP addresses are documented and stored in an insecure 
manner, most of the attacker’s discovery process may be completed 
with little effort required.

ISA-99.02.01 [2] provides guidance on many of these recom-
mendations. The US-DHS CSSP has developed the ‘Procurement 
Language for Control Systems’ document that provides invaluable 
information that can be used in procuring and integrating common 
IACS components.

Solution integrity testing

The primary objective of the MAC is to deliver a completely integrated 
IACS that meets the functional requirements of the end-user as de-
fined by the project specifications. This objective is validated during 
the factory and site acceptance test phases of the project. What is 
often overlooked during these tests is how resilient the IACS is with 
respect to security.

A well-designed IACS must meet both the operational objectives 
and the security goals of the end-user. In order to meet these, com-
prehensive component (subsystem), integration (FAT), and system 
validation (SAT) test plans need to include security validation test-
ing. In addition to validating that each component complies with the 
vendor’s unique recommendations (configuration, policies, DCOM, 
firewalls, ACLs, etc), vulnerability and active port scanning needs to 
become a standard part of the factory test. The factory test is one of 
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the most critical aspects of any project, as it provides easy access to all 
of the various IACS components, and is one of the last opportunities 
to perform ‘aggressive’ testing without risk of impact to production. 

The test plan should focus equally on core (system server, HMI, 
etc) and ancillary components (asset management, history, advanced 
control, etc). This same level of security testing should also be in-
cluded as part of the standard maintenance procedures that occur 
whenever there is a plant outage and the system is taken offline for 
routine maintenance, upgrades, etc.

Conclusion

Tomorrow’s Main Automation Contractor will emphasise the fact 
that their delivered IACS is ‘Secure by Design’ rather than ‘Secure 
by Default’. These organisations will take a proactive role in elevat-
ing the importance of security in the definition, design, product 
selection, integration, testing, commissioning, and maintenance of 
the overall IACS.

Structural reporting changes will be implemented to address security 
across the entire MAC organisation, extending into the end-user and 
engineering contractor organisations. This means that the MAC will 
begin to treat security in much the same manner as they treat health, 
safety, and environmental (HSE) issues today. 

The result is an increased awareness of security within all project 
disciplines. Security controls and practices will become an influence 
in the buying process, rather than simply selecting IACS components 
based on price alone.

The MAC will also leverage existing best practices to make more 
informed decisions relating to automation system components. 

Finally, the MAC will actively promote industry-specific security 
certifications, registrations, etc for individuals, as well as components 
used in the overall IACS solution.  
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