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Substation security is a highly important topic, and today en-
compasses much more than just physical access, although 
this is still a key point. Using Ethernet networks, substations 

can be linked countrywide to a central control room - and to one 
another - providing automation as well as increased remote control 
and monitoring of the substation and electrical grid. 

What makes up a security system?

The components of a security system can be divided into four sec-
tions: People, procedures, documentation (including logging) and 
end devices (PLCs, RTUs, cameras etc). The security system can also 
be divided into two categories, which we refer to as the logical and 
physical aspects.

When talking about the physical side of the security system, we 
are referring to physical access to the remote substation (as well as 
to the control room) and how we can monitor and control this access.

The first and most obvious way to prevent access is straightfor-
ward physical barriers, such as walls and fences. Barbed wire and 
electric fences will increase the deterrent effect of these barriers; 
however these can still be bypassed relatively easily. The answer 
to this is to include sensors to detect any tampering with the barrier 
or entry into the area. These can include vibration sensors on the 
fences, fibre optic weight sensors around the perimeter of the site, 
or more conventional sensors such as IR beams and motion detec-
tors. When considering these sensor components, it is important to 
pick the correct hardware for your application so as to decrease the 
number of false alarms.

The next step is to properly monitor and control access through 
the official entries of the site. This can include security guards, smart 
card readers and biometrics as well as similar access control devices. 
These types of access control carry inherent risks, such as vandal-
ism of the readers or violence towards security guards. Disgruntled 
employees may still be in an ACL (Access Control List) as authorised 
individuals, and could access a site and cause damage before they 
have been removed. For this reason these types of systems require 

constant maintenance, not only of the hardware but also of the data-
bases controlling the hardware. Smart cards can be duplicated which 
would obviously pose a threat to security. It is recommended to not 
use only one of these security components, rather they should be 
used in conjunction with a full security system in order to properly 
secure a site.

Another important addition to a security system is a camera sys-
tem, especially for highly remote sites that do not have a permanent 
human presence (such as a security guard). Camera systems provide a 
two-fold benefit. First, they provide visuals of a site to a central control 
room, meaning operators can double check what is happening at a 
remote site, as well as who is accessing the site. The second benefit 
is that a camera system will record footage and store this for a pre-
determined amount of time (dependent on the system). This means 
that in the event of unauthorised access, users will have traceability 
and will be able to analyse what happened. This can also prove to be 
important if things ever progress to a court of law, however, in this 
case, it must be confirmed that any tampering of the footage will be 
able to be detected, otherwise the footage may not hold up in court.

Camera systems can even be more advanced than simple viewing 
and recording, and can provide video analytics. This can be used to 
further the security of a substation by using motion detection built 
into many modern cameras to create a virtual ‘no-go zone’ within 
or around a substation. Video analytics can also be used to identify 
objects left behind or being removed from a site. Pan-Tilt-Zoom cam-
eras can often be placed onto a schedule, so that they are constantly 
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However this is only the first step. The next is a secure access man-
agement solution that can monitor and control a user’s access to 
various devices once they are ‘inside’ your network. This includes 
authorised users of the network, as controlling their access will help 
prevent ‘the human element’ problems, such as incorrect configura-
tion changes, or configuration changes to the wrong device. These 
can often be extremely difficult to troubleshoot and fix without an 
access management solution to provide traceability. 

Conclusion

A secure access management solution will work by controlling and 
monitoring each user’s access to devices on the network. It can limit 
the devices that a user is allowed to connect to, as well as monitor-
ing exactly who connects to what, for how long, and exactly what 
they were doing on that device. By logging the exact keystrokes and 
commands that the user entered into the device, a solution like this 
provides advanced control, logging and traceability. 

viewing different areas. Tied in with motion detection or similar video 
analytics this can prove to be a powerful tool for securing a substa-
tion. However when using video analytics, one must take into account 
the fact that analytics are often not 100% accurate, and customised 
development of the system on a 'per camera' basis is essential to 
minimise the number of false alarms.

As we have seen, many of the physical preventative methods 
mentioned require communication back to a central control room, 
in fact the communications network becomes the nervous system 
for the entire security solution. It is essential that the communica-
tions network is properly secured against outside access (or even 
from malicious users who already have access to the system). For 
instance an individual could gain access to the central database 
containing all the ACLs for the biometrics on various substations. 
From this point they could add themselves to the ACL, and thus gain 
unrestricted access to the substation. Black-hat hackers obtaining ac-
cess to your communications network could cause no end of trouble 
to the network and electrical grid, from stealing company secrets 
and privileged information, to disabling certain safety systems. So 
the communications network must be highly secured and monitored 
against outside access.

The first way to secure the communications network is, of course, 
logical barriers preventing individuals from accessing devices or sec-
tions of the network that they are not authorised to access. 

These will include general Ethernet security components such 
as firewalls and VPN (Virtual Private Network) tunnels between 
remote sites, especially when these communication tunnels use a 
non-secure (or partially secure) network such as the internet or a 
corporate wireless mesh.
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