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EREMA was founded back in 1983 and specialises in the develop-
ment, production, and international marketing of plastics recy-

cling systems and technologies for the plastics processing industry. 
Through its headquarters in Ansfelden, sales and service companies 
and more than 40 representative offices located on all continents, 
EREMA locally offers recycling solutions tailored to individual ap-
plications. As a result, each year more than 3 500 EREMA systems 
around the world are producing almost 12 million tons of valuable 
secondary raw material in the form of high-quality plastic granulate.

Individual solutions avoided

Initially, since 2000, data links to the remote machines were estab-
lished using traditional modem dial-up connections. This resulted 
in many individual solutions with low data transfer rates and high 
maintenance costs. From the very start, the company attempted to 
use a standard line of modems, which over the years turned out 
to become increasingly more difficult as a result of the different 
telephone standards in Asia, America, and Europe. Further, many 
operating companies have an Internet connection first, and then add 
a telephone system at a later date – or not at all. A decision was made 
to change over to an Internet-based solution to optimise the productiv-
ity and availability of their machines. This offers higher bandwidths, 
improved stability, and a higher degree of security by using firewall 
and encryption technologies. Depending on customer specifications, 
each of the recycling machines supplied outside Austria has to be 
equipped with a VPN gateway instead of the modem that was previ-
ously used. When service is required, the technician communicates 
with the machine via the Internet.

After the project was approved in October 2009, personnel tested 
various hardware and software solutions. The decision was made 
to use the FL MGuard RS VPN, an industrial grade device which 
is snapped onto a mounting rail. This device is integrated into the 
machines as VPN router. The support provided by VPN technology 
alone was not sufficient. What was really needed was a standard 
concept in order to avoid complex special solutions – as a result of 
some research, MGuard technology was selected.

Secure web-based remote 
maintenance of recycling 
machines
By M Hecker, Phoenix Contact

Extensive service over the complete lifecycle of a machine—from planning and commissioning up to after sales support—is an essential part 

of the services offered by EREMA – Engineering Recycling Maschinen und Anlagen Ges.m.b.H. Implementing its wide-ranging services for 

customers around the globe requires stable and reliable remote access. The company, based in Ansfelden close to Linz in Austria, has been 

using the Internet for its service activities instead of classic modem connections for more than a year.

As a result of the patented extruder concept, the TVEplus plastic recycling 
system fulfills high demands associated with processing waste plastic that 
can be heavily printed and is dirty or wet.
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All Ethernet components connected

The recycling machines from EREMA are typically controlled using 
an industrial PC. Depending on the customer’s specifications, the 
control handles various tasks:
•	 Transporting	the	basis	material	to	the	machine
•	 Checking	the	material	for	foreign	objects
•	 Grinding,	cleaning,	and	mixing	the	plastics	in	a	cutter	compactor
•	 Plastification	of	the	material	using	the	extruder	worm
•	 Subsequently	cleaning	the	melt	in	the	melt	filter
•	 Pulverising	and	filling	the	final	product

The intuitive screen-based control concept allows EREMA to provide 
effective online support—which involves external performance opti-
misation, monitoring of wearing parts, and recording of production 
data. Further, it is planned to use Web cams in the recycling systems 
to provide visual support during troubleshooting. The company needs 
to access all of the Ethernet components installed in the recycling 
machines via teleservice. This involves accessing the industrial PC 
with the project-planning software for diagnostics and configuration 
when service is required or when the application needs to be modified 
in line with customer requirements. Image and video data will also 
be streamed if Web cams are integrated into the recycling systems. 
This means that several Ethernet components in the machine network 
will have to be connected to the teleservice.

Transparent access

The industrial grade FL MGuard RS VPN devices acting as VPN router 
are snapped onto mounting rails to couple the recycling system to 
the teleservice portal. Special customer requirements can be immedi-
ately addressed as a result of its interfaces and functions. According 
to the experience of EREMA employees, customers’ IT departments 
demand not only high-security standards such as IPsec (Internet 
Protocol Security Architecture), but also extensive transparency re-
garding service access to the machine. This concept ensures that the 

teleservice connection can only be established by the customer and 
only when required. An IPsec-VPN connection originating from the 
company operating this equipment can be significantly more simply 
and securely administered by its own IT department.

This means that when teleservice is required, the customer 
contacts EREMA’s service department. After prior agreement, the 
customer establishes a connection to the teleservice portal so that 
EREMA can remotely carry out the necessary work. After the service 
work has been completed, the customer terminates the VPN connec-
tion. The VPN connections are monitored from a central station using 
an additional application, which can be integrated into the remote 
maintenance management software in a user-friendly fashion.

The secure teleservice connection can be established and terminated using 
a software switch that is integrated in the operator interface of the industrial 
PC.

Easy to use

A software switch has been directly integrated into the operating 
interface of the industrial PC to establish and terminate the secure 
teleservice connection. This means that the IPsec-VPN connection 
can be either manually initiated via the visualisation system or event-
controlled. Further, the operator interface clearly shows the state of 
the VPN connection.

Recycling machines are supplied with a pre-configured FL MGuard 
RS VPN. This means that the EREMA technician only has to test the 
coupling to the teleservice portal at the customer’s site. In addition 
to using the VPN enable switch, the TCP encapsulation is preset. 

Abbreviations

DMZ – Demiliterised Zone
IPsec – Internet Protocol Security Architecture
ISDN – Integrated Services Digital Network
NAT – Network Address Translation (also called IP masquerading)
PKI – Public Key Infrastructure
RAS – Remote Access Server
TCP – Transmission Control Protocol
VPN – Virtual Private Network

EREMA recycling machines produce high-quality plastic granu-
late from, among other things, printed or very dirty plastic waste.
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Encapsulating the information required for the VPN connection in 
the TCP packets ensures that any NAT routers, firewalls, or proxy 
servers that might be connected in between do not have a negative 
impact on the communication. The IPsec-VPN connections that can 
be easily switched and monitored by the user, the ability to respond 
to all Internet connections on the customer side, as well as being 
able to separate the machine from the customer’s network using the 
integrated firewall were the most important arguments that convinced 
us to use the FL MGuard RS VPN.

Flexible service portal solution

Kapsch BusinessCom AG designed and implemented the portal 
concept. Citrix servers with the corresponding software packages 
are installed in the remote maintenance network as basis technology. 
The application is accessed either via Remote Desktop or Published 
Applications. This also means that several service technicians can 
participate simultaneously in a session. 

Visionapp Remote Desktop is used for administration and man-
agement of the VPN connections required for remote maintenance 
activities. An RAS server—which is also integrated in the remote 
maintenance network—monitors the existing ISDN and analogue 
connections. FL-MGuard devices are used here as central VPN infra-
structure components, where the VPN gateway is integrated in the 
DMZ (Demilitarised Zone). 

EREMA reserves a dedicated IP address for customers to establish 
the remote maintenance connections. Certificates, which are gener-
ated by the company’s own Microsoft PKI, are used to authenticate 
the machines with the central VPN gateway.

Conclusion

With the teleservice portal, EREMA offers a secure remote mainte-
nance solution that permits access to all of the machine components 

that can be networked. Authorised employees can use the solution 
at any PC in the service network without requiring any additional 
software. The network-based concept is documented in an easy-to-
understand information sheet for customers. Connecting machines 
via VPN connections initiated by the operating company enjoys a high 
degree of acceptance with customers. It also generally convinces the 
responsible contact partners in production, maintenance, and IT to use 
teleservice employing this efficient and secure standard technique. 
The secure and stable connection of the recycling machines to the 
EREMA teleservice portal means that when service is required, cus-
tomers can be quickly helped, less time is required and travel costs 
are eliminated. The companies operating the machines can also work 
more productively if machine downtimes are shortened as a result 
of the prompt service.

EREMA integrates the industrial 
grade FL MGuard mounting rail 
devices from Phoenix Contact as 
secure VPN router into its recycling 
machines.


