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Being able to see exactly what the operator sees at any point 
can be of great assistance when troubleshooting problems 
such as shutdowns on the site. This can help to determine 

whether the operator was taking the correct actions at the correct 
times. It can also help to determine whether the actions taken by 
the operator were correctly communicated to the hardware in ques-
tion by synchronising the video of the operator's screen with video 
from a monitoring camera at the area of interest. For instance if the 
operator attempts to open an overflow valve yet the camera shows 
the actual physical valve not responding, this could indicate either a 
communications failure or hardware failure on the valve itself - this 
helps narrow down the investigation required to find the cause of a 
shutdown. In the long run this can lead to much lower downtime as 
the issues can be investigated and fixed much quicker once the cause 
has been identified.

This package is also invaluable for training purposes. Being able 
to view console recordings along with actual video and trending 
can be used to show the correct (or incorrect) ways in which to deal 
with real live issues that could arise on a site. It acts like a ‘flight data 
recorder’ for your plant’s cockpit – the control room. Installation is 
quick and easy and can be done in about ten minutes or less which 
could reduce your downtime, help operator efficiency, help train new 
operators, assist in root cause analysis, and assist in quality assurance. 
What type of money would that save your company? This could save 
your company thousands.

Real-time video of plant processes

Having real time video of plant processes is a great tool when trouble-
shooting problems on the network. By synchronising live or recorded 
video streams with data history and process databases, this product 
allows the user to view the video along with trending of the process 
data on the plant. This provides many benefits, especially when used 
in conjunction with the recorder – most importantly, it gives a full view 

of what was happening in relation to a specific process.
The benefits of assisted troubleshooting for most issues that have 

arisen on the plant are huge. The user can accurately track down 
when the problem occurred by viewing the trending database at 
the time of the problem. Then the video of the exact area where the 
problem has occurred can be viewed along with the recording of the 
operator screens to determine the exact cause of the problem. This 
accountability is essential to ensuring that the same ‘issues’ do not 
keep repeating as engineers are able to make informed decisions and 
possible changes to the process and required reactions by operators. 
This process can also be used to prevent slight issues from becoming 
serious ones by identifying and rectifying the problems before they 
escalate. Engineers and operators become proactive rather than reac-
tive. The same can be said for streamlining the overall process on a 
plant. If the trending data shows that at certain times production is 
dropping in certain areas, but the camera and console proof shows 
that the drop in production is not related directly to those areas, 
engineers can investigate the synchronised footage to find out if the 
drop in production is being caused by a cascade effect from other, 
related areas.

With the ability to search for specific events based on various fields 
such as lot numbers, batch IDs etc analysis of various processes at 
much later stages is possible without the need to sift through hours 
and hours of irrelevant footage. Users are also able to find and view 
information in the context of their own operations, rather than based 
on preset generic views.

Rugged IP cameras 

IV&C’s core goal is to provide a standalone camera management 
system, along with rugged, intrinsically safe, top quality IP cameras. 

The heart of this particular camera management software is the 
RSS (Relay Server Software). This software is installed on a server in 
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a central location on the network, such as the control room. Generally 
camera management software packages work by having the video 
data ‘pushed’ to them by the cameras themselves, meaning the user 
has very little control over the amount of traffic being generated on 
the network. For this reason network administrators are often very 
hesitant about allowing cameras to be placed on the production or 
control networks, due to the concern of the video traffic bottlenecking 
sections of the network and thus blocking the more critical process 
and control data from arriving in a timely fashion. However installing 
a new physical network requires a large amount of CAPEX (Capital 
Expenditure) and also doubles the amount of OPEX (Operational 
Expenditure) and maintenance required on the network, as well as 
greatly increasing the workload as now two networks have to be 
monitored and maintained.

Figure 1: Basic Console Recorder Topology.

The RSS addresses this problem by working in reverse to most other 
management software, ie by allowing the RSS to ‘pull’ the data from 
the cameras at a predefined rate. This means that the amount of data 
being pulled can be easily managed from the RSS by dropping the fps 
(frames per second, or frame-rate) of the video streams. In many cases 
on production and control networks low frame-rates in the region of 
2 - 4 fps can be used. For instance when a camera needs to simply 
inform an operator that a conveyor belt has started, a frame-rate of 
even as low as 1 fps can be used. As often cameras will push their 
data at a rate of 10 fps or higher, in this case we are experiencing a 
drop in traffic of 90% or more.

As this frame-rate limiting can be done on a per camera basis the 
system can be tweaked to provide the viewing footage needed whilst 
still preventing the video footage from overwhelming the backbone 
network. This frame-rate limiting can also be done separately for 
recording versus viewing, as well as for LAN versus WAN streaming.

Often when using a camera system, every time someone wishes 
to view a camera a separate video stream will be opened between the 
user and the camera. This can cause network bottlenecks, especially 
to cameras on the far edge of the network, when multiple viewers 
wish to view the camera. This can cause severe problems as once 
again these bottlenecks could prevent the timely transmission of 
critical data on the network.

With the IV&C system, viewers will pull their camera feeds from 
the RSS rather than the cameras themselves. This means that there 
will only be a single stream open between each camera and the 
RSS, meaning much less traffic on the edges of the network where 
bandwidth availability may be more limited than on the backbone.

Using just the RSS, users can view the camera feeds using a 
standard internet browser such as Internet Explorer or Mozilla Fire-
fox, without the need for installing client programs on each viewing 
PC. This also allows users to view the feeds using any device that 
can support an internet browser, such as smart phones and tablets.

A second, optional piece of software is added that can add a range 
of added features, including alarming, touring and advanced search-
ing for specific camera feeds. This software application is known as 
the VSS, or View Station Software. Using this software, users can 
customise the viewing environment to meet their requirements, 
adding sections not only for viewing live or recorded feeds, but also 
for buttons to send certain commands to cameras or other devices 
on the network, panoramas for simply control of PTZ camera and 
advanced searching and playback tools for recorded camera feeds.

Conclusion

In today’s world of IP networks, the possibility is available for more 
advanced camera systems than previous legacy analogue systems. 
IV&C is one of the leaders in IP camera solutions, and the benefits 
provided by using a professional, well commissioned camera network 
should not be underestimated. Proper camera management systems 
such as IV&C and Longwatch cannot only provide security and safety 
monitoring on a site, but can also be used to increase production and 
control, and should not be overlooked.

Industrial Video and Control (IV&C), supplier of cameras and video 
systems for industrial, military, and commercial applications, has 
acquired Longwatch, a developer of video management software for 
industrial automation and process control.

CAPEX – Capital Expenditure
fps – frames per second
HMI – Human Machine Interface
IDs – Identifications
IP – Internet Protocol
LAN – Local Area Network
OPEX – Operational Expenditure
PTZ – Pan-Tilt-Zoo
RSS – Relay Server Software
SCADA – Supervisory Control and Data Acquisition
WAN – Wide Area Network
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