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Much of the globe’s infrastructure is controlled digitally via 
Supervisory Control and Data Acquisition (SCADA) sys-
tems, and South Africa’s own power utility, Eskom, which 

supplies almost 95% of the country’s electricity, is no exception. 
These systems have been designed especially to help improve the 
processes, equipment reliability and performance within power gen-
eration, transmission and distribution operations, and will therefore 
be critical to ensure the smooth running of many of South Africa’s 
power stations, where the ageing infrastructure has been causing 
regular unplanned electricity outages across the country. 

An intricate software system that is so critical to the operations 
of the country’s power stations requires a quantity of bandwidth 
and a stable, fast and reliable network to function. The problem is 
that, since many of the country’s power stations are coal-burning, 
they are located in the harsh terrain near the country’s coalfields and 
mines where it is costly to install the infrastructure required to set up 
the broadband and voice services that are needed for running such 
digital systems. Wireless broadband is the solution to this problem.

Distribution automation

In today’s digital age, every company in every industry relies on 
computers and internet connectivity to complete the tasks that make 
up their business. The power generation industry is no exception. 
Much of the technology used in power plants these days is controlled 
and monitored via computer, and due to the critical nature of these 
systems, downtime caused by lack of internet connectivity is not an 
option.

A lot of bandwidth and a stable, fast and reliable network are 
essential to the functioning of the various elements that make up 
distribution systems, most of which already have communication 
solutions for monitoring and improved automatic control. 

Collectively, the control applications in the medium- and low-
voltage part of the power delivery system are typically called ‘distri-

bution automation’. Functions include: 
• Managing customers’ loads 
• Monitoring the performance of the power system itself 
• Reading customers’ meters, perhaps even several times per hour 
• Detecting stolen energy 
• Controlling voltage in the power system 
• Detecting outages 
• Reconfiguring the system following a fault 
• Balancing loads for optimal system operation 
• Collecting load data for system planning. 

Each of these functions has its own communication requirements, 
including the distribution substation (incorporating the transform-
ers that take the power from the bulk system, and the buses and 
breakers that send the power out of the station at low voltage); the 
low-voltage feeders and transformers, ie the equipment up to the 
customer's meter; and the equipment on the customer’s side of the 
meter, including load control equipment.

In addition, many of the new power generation systems like the 
ones that will be installed at Kusile Power Station, such as wet flue 
gas desulphurisation (FGD), the current, state of the art technology 
used to remove oxides of sulphur (Sox) such as sulphur dioxide (SO2) 
from the exhaust flue gases in coal-or oil-burning power plants for 
pollution abatement to comply with international air quality stand-
ards, rely on optimisation software for monitoring purposes and to 
keep tabs on SO2 compliance. For this and all the other systems, a 
secure internet connection is essential.

Wired or wireless?

Wireless Internet systems are already commonplace in homes and its 
application in power plants is gaining acceptance. Wireless technol-
ogy involves the use of cellular phones, personal digital assistants 
(PDAs), radio frequency identification (RFID), wireless local area net
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work (LAN) and the internet. Economic pressures have resulted in the 
need for innovative ways and techniques to manage and maximise 
the value of generating plant assets. This is being facilitated, to a 
large extent, by wireless Internet technology. Plant-wide or fleet-wide 
wireless networks for managing communications, monitoring in real 
time the performance and health of plant systems and components 
and conducting diagnostics achieve significant savings. 

A wireless network installation at a power plant entails more 
than just the handheld or internet connection typical to the main-
stream. Modern wireless networks are constructed with a series of 
wireless access points, or radio nodes, installed at strategic areas of 
interest within the plant. A wireless network can consist of anything 
from a network of transmitters monitoring a single application to 
a full-scale network of wireless devices scattered across an entire 
facility to control multiple applications, including monitoring and 
supervisory control. 

The wireless network is typically accessible though handheld, 
mobile devices. This allows personnel to interact directly from a 
handheld device while performing maintenance rounds, data col-
lection and inspection.

A power plant typically comprises a network of several wires and 
cables intended to perform different functions. Integrating wireless 
technology with real-time performance and condition monitoring of 
equipment achieves significant cost savings through improved plant 
performance, availability and reliability.

Power plant distributed control systems (DCS) are increasingly 
utilising microprocessors and digital communications. Wireless in-
ternet technology is saving valuable time and money by providing 
the ability to remotely monitor the performance and health of plant 
systems and equipment. Remote communication is facilitating au-
tomation in power plants. Technological advances in programmable 
logic controllers (PLCs) have made it possible to remotely access 
control systems, via an Internet connection, to monitor the health of 
equipment and to perform other tasks. It is now possible to remotely 
control input/output (I/O) and program the PLCs. Using these features 
in combination with the Internet make remote administration of a 
control process possible.
A gateway address on the controller allows communication from 
both the LAN and the Internet, and allows the controller to send and 
receive messages not established inside the LAN. 

To address security threats when a PLC is connected to a network 
with Internet access, security measures include a virtual private net-
work (VPN) to encrypt data transmitted through the Internet. A single 

authenticated network port passes the encrypted communication to 
permit access to users as though they were inside the LAN.

Applications

A wireless network can have numerous applications in a traditional 
power plant setting. Wireless allows access to remote devices and 
opens up blind spots in a facility where measurements are not taken 
as often as they should be taken. By adopting wireless, operators, 
maintenance, IT personnel and plant management gain convenient 
access to information previously unattainable. For example, wireless 
technology can provide a cost-effective method for measuring water 
quality or corrosion in tanks and pipes.

Steam traps, remote settling ponds, chemical treatment areas, 
storage areas - wireless affords the opportunity to glean measure-
ments from areas like these that are difficult to monitor or not typically 
monitored. This access can yield information that improves plant 
safety, reliability or efficiency. By conducting remote analytical pH 
readings, plant operators can monitor water quality, thereby eliminat-
ing the need to sift through maintenance logs and corrosion data. With 
wireless, all of the information is aggregated into a single set of data.

Wireless could also be used during the upgrade of equipment 
such as coal conveyors. Some conveyers are controlled by variable 
frequency drives (VFDs) that might be remotely located and require 
new cable runs for analogue control and feedback signals or com-
munication. Many coal conveyors are controlled by devices that ap-
ply either 100% power or 0% power, essentially a start/stop control. 
Potential benefits exist by upgrading these types of control to a VFD 
that incorporates wireless and allows for a range of speed control 
(0 - 100%, for example). This permits users to run a conveyor at half 
speed, ramp-up, ramp-down and vary speed based on load and 
demand. The power savings associated with this type of control can 
have significant paybacks.

When upgrading to VFDs, the control signal wires usually used for 
contactors cannot be used because of extensive cabling requirements. 
Therefore, a power plant could use a wireless system to transfer 
analogue data ‘control signals’ between the VFDs and a centralised 
control system. This helps to reduce project capital expense and 
also start-up time. 

Other applications for wireless include data sensing and collec-
tion on remote transformer stations, chimney stacks, cooling towers, 
boiler systems and steam traps and on rotating equipment like milling 
machines, kilns and turbines. Wireless technology can make turbine 
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testing much more efficient since wireless can be easily incorporated 
for temporary and permanent measurements. 

Outside the power plant, wireless can be used in transmission 
substations to connect transmission lines, sometimes of the same 
voltage, and run them either to more or fewer lines. In more com-
plicated scenarios, wireless solutions can connect lines of different 
voltages and convert them to the same voltage. Wireless can also be 
used at distribution substations to decrease the voltage transmitted 
from the main distribution station, enabling the power to be distrib-
uted to end-users. Wireless devices are found at wind farms where 
they help to determine wind speed and kilowatt hour production. 
Wireless battery-operated devices provide the opportunity to gather 
data and effectively calculate production. Additionally, wireless has 
become a regular feature at some solar energy facilities. With many 
hand-held wireless devices for solar and wind farms, plant managers 
are able to monitor the plant remotely. This saves on costs and time, 
since most solar and wind farms are in remote locations.

Thanks to wireless technology, minor disturbances can be han-
dled before turning into a more serious interruption. Whereas users 
previously needed to be in the control room or in front of a monitor 
to track and manage plant performance, mobile applications and 
wireless devices make information available regardless of a user's 
location. Wireless video systems can also be installed to guard the 
facility in addition to keeping an eye on processes. 

Security

Since electricity is considered to be a critical infrastructure, increased 
use of wireless Internet applications for power plants has resulted 
in a need to protect both physical and digital critical assets that are 
vulnerable to cyber threats and attacks. Use of commercial off-the-
shelf technologies for distribution systems without adequate security 
enhancements can significantly limit available approaches to protec-
tion and possibly increase the number of potential attackers. With 
components of control systems increasingly making critical decisions 
that were once made by humans, the potential effect of a cyber attack 
becomes more devastating. A cyber security framework includes the 
following processes:
• Determining the business requirements for security
• Performing risk assessments
• Establishing a security policy
• Implementing a cyber security solution that includes people, 

processes and technology to mitigate identified security risks
• Monitoring and managing security continuously

 
Since a wireless infrastructure usually requires an interface between 
the corporate local area network and the DCS network, system security 
and data protection becomes critical. The advent and widespread use 
of the Internet and wireless technologies in power plants has resulted 
in power plant networks morphing from traditional to heterogeneous 
networks, creating a host of new cyber security issues not amenable 
to traditional security measures. Since control systems typically 
perform specific tasks with limited processing power and memory, 

they are not equipped to leverage the capabilities of modern security 
technology without seriously degrading control system performance.

Security should be integrated into network embedded systems 
where it previously did not exist. Models of control networks can 
help in predicting the responses of control systems to changes and 
anomalies. Specialist security is needed to detect, understand and 
respond to anomalies in large, distributed control networks.

Conclusion

Today's wireless networks are as reliable as wired networks and 
in many cases just as fast. Aside from being a lower cost and less 
intense to install than wired solutions, wireless is also more flexible, 
because it is not a permanent fixture in the plant. It can be easily 
upgraded, maintained and managed, unlike fibre. The major benefit 
wireless brings is the cost savings associated with the installation of 
the communications system. Depending on the installation location, 
it may be impractical or even impossible to dig a trench to lay fibre 
optic cable. For example, laying fibre optic cable would be nearly 
impossible in or around steam straps or settling ponds. Even if a 
cabled option is possible at a site, a fibre optic installation is far more 
expensive. On average, wireless can be 40 - 60% less expensive than 
wired for the total installed cost. In addition, wireless can be up to 
70% faster to install, helping accelerate project schedules. While wire-
less technology will not be replacing wires totally in a power plant, 
it is a serious contender for solving problems that would otherwise 
be cost-prohibitive with wired solutions. If implemented properly, 
wireless technology can pay handsome dividends.
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