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Whether a manufacturing environment, a conveying system, 
or an infrastructure installation such as a power substa-
tion, wind park or water/wastewater plant, most industrial 

systems run with either a PLC- or PC-based control system, together 
with a Human Machine Interface (HMI) to monitor and operate. 

Because of the critical importance of a healthy control system, 
many machine builders, engineering companies and process automa-
tion companies still prefer hard PLCs and a separate operator terminal, 
despite the benefits of flexibility and performance that a PC-based 
controls system (soft PLC) would offer. All too often, PCs fail in harsh 
environments since the PC layout and design is not ruggedised for it. 

When launching the new industrial PC line, Valueline, the focus 
was on quality, longevity and field serviceability. Using certain design 
principles, careful selection of components and intensive testing with 
the usage of design margins, where tests are performed far beyond 
the product’s data sheet values, resulted in an extremely reliable 
product with a maximum system uptime. 

Elimination of as many wires and  
connections as possible

Consumer and commercial-grade PCs are typically full of wires and 
connections, connecting boards with drives, accessories and periph-
erals. A good IPC design needs to have the least possible amount of 
wires inside to make the system more durable for environments with 
shock and vibration. 

An additional reason for reducing the use of wires is that industrial 
PCs are often installed in cabinets with components (such as frequency 
converters, drives and more) that radiate electromagnetic interference 
(EMI). Having fewer wires, and a shielded, full-metal housing, makes 
a system less susceptible to negative effects of electromagnetic noise.

Single board design

Most PCs are designed modularly, where a mother board interfaces to 
cards like a graphics adapter. Another common design is a backplane 

PCB where a slot CPU and accessories connect together. A rugged 
industrial design, on the other hand, consists of a single board where 
all components are soldered to the board, so that no component or 
connection can come apart.

Ideally, the board should be designed with all connections and 
interfaces on one side of the board, so that there no restrictions on 
how to mount the unit in a cabinet. This also ensures that there are 
no unused ports facing the top, which can draw in dust or dirt – and 
corrupt the system over time.

Passive cooling

Consumer and commercial-grade computers have an active cooling 
system, where a fan keeps the CPU temperature low and prevents it 
from overheating. Clearly, in an industrial environment where shock 
and vibration will damage moving parts over time, having an active 
cooling system bears the risk of CPU overheating, and therefore 
fatally damaging the PC. 

Another benefit of a passive cooling system is that the fan in an 
active cooling system draws not only cool air, but also dust and dirt 
into the PC. The pollution can clog up the fan, and overheat the CPU. 
Also, the dirt can pollute the board, and corrupt the system otherwise, 
for example by shorting tracks or circuits.

Scalable and fully configurable system

A scalable system usually means that there is a fairly large housing 
that has room for system extensions, and a motherboard that is capa-
ble to support large amounts of accessories. Both the large housing 
and the multi-board system design offer flexibility, but at the price 
of having a bulky system that is not environmentally hardened for 
industrial applications. 

Scalability in an industrial design means that core elements like 
the same PC module can be used in different configurations. This 
means that a system designer does not have to re-evaluate to the 
performance and quality of a PC, but can use the identical hardware 
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as blind-node (or box) PC, or as a panel PC. Also important is 
that the system’s form factor does not change when switching from 
one performance level to another; in other words from one CPU to 
another, so that a system designer does not have to lay out the cabinet 
differently, depending on the PC’s performance.

External primary power supply

A 230 V-powered system is easy to assemble and convenient. Typi-
cally, though, 24 V can be found in any application’s cabinet, since 
other automation components and systems also run on 24 V.  Having 
a 24 V-powered PC increases the uptime of the system significantly. 
If a power supply fails in a 230 V (110 V)-powered system, the unit 
needs to be disassembled and sent in for repair. This means that the 
application will not run until either a replacement unit, or the repaired 
unit is available for installation. In case of a failed 24 V-powered sys-
tem, an electrician can simply exchange the power supply inside the 
cabinet. Replacing a power supply in a cabinet (= downtime) takes few 
minutes, while a PC repair or replacement typically takes a few weeks.

A best practice is to protect the system even beyond a failing 
primary power supply, or against power loss. In this case, where a 
PC connects directly to a UPS system and has an active communica-
tion link with the UPS system, the PC shut down would be at least 
controlled, which could prevent data loss or program or operating 
system corruption.

Housing

Sheet metal housings are typical for most PCs. The advantage of 
sheet metal is a light metal design. To save material cost and deliver 

a lightweight system, many panel PCs come with a thin metal or a 
plastic bezel. 

While lightweight design and investment cost savings are tempt-
ing, a more sturdy metal housing and a solid display bezel allow the 
housing not only to be a shielding ground, but also to act as the heat 
sink. In addition, it simplifies installation, as torque wrenches and 
other special tools or extra caution are not needed to prevent the 
system from breaking during installation.

Maintainability

Even the most rugged industrial design, incorporating all the design 
principles above can still fail. Since components are soldered to the 
board in an embedded design, and a compact housing with a heat sink 
makes it difficult to access to components, industrial designs are typi-
cally not easy to maintain. Servicing bears the risk of further damaging 
parts of the PC that are exposed when opening the system housing. 

An excellent design offers easy access – even for untrained ma-
chine operators – to components where an exchange makes sense. 
If components such as the system battery and mass storage devices 
are easy for the operator to access and service, the machine builder 
or system designer can simply send a replacement drive or battery 
to the field, avoiding travel costs. 

Production and long-term availability

Offering a scalable, customer-configurable, and fully industrialised 
PC platform is a challenging venture. However, assuring the same 
system runs for the longest possible time puts another engineering 
challenge on the PC designers. It is advantageous that the overall PC 
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design – from the housing to the actual internal PCBs, like the mother 

board – are in-house designs. This ensures long-term availability, 

compatibility and protects the overall IPC from external obsolescence 

issues to the largest extent possible. Even with these precautions, the 

PC manufacturer must still pay close attention that some essential 

third-party components might become obsolete in the future. These 

single-source components like CPU and chipsets should be chosen 

very carefully from long-term roadmap product lines to ensure a 

long product lifecycle. The benefit for the machine builder is that the 

identical system can be used for years, whether for the installation 

in many applications, or for replacement or retrofitting.

The final aspect when determining the robustness of a system is 

the manufacturing set-up and process. A reliable logistics chain and 

a robust manufacturing process allows for short delivery times and 

manufacturing availability in case of an emergency. Typically, PCs 

are manufactured in a single location, and many distribution channels 

deliver the systems into the different regions and industries. Having a 

multi-location production is surely more expensive, but offers more 

availability and shorter delivery times. 

Conclusion

Much needs to be considered when selecting a future controls or 
visualisation system. An automation system’s initial investment 
cost is often overvalued while system uptime actually factors in at a 
higher, yet often overlooked, amount over the lifecycle of a machine 
or installation. The focus when choosing among hundreds of ven-
dors is usually price and feature set, while environmental hardening, 
serviceability, availability and logistics are second or third priority 
– or not at all.
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