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In the wake of the Stuxnet shock, many thought the concept of at-
tacking a country or business through its control and automation 
systems was a new and novel idea. The fact is that this has been an 

option and high level concern since the late 1980s and it took some-
thing as drastic as Stuxnet to create awareness of the problem. This 
awareness and enthusiasm has since mellowed in the face of financial 
pressure in the aftermath the global economic recovery. After all it 
is the responsibility of the government to ensure that the regulatory 
framework for protection and compliance is in place. Unfortunately, 
as we will see, this is not the case and when facing new threats like 
Duqu and Flame, it is up to companies to protect themselves.

International state of affairs

Internationally, regulatory frameworks are being strengthened and 
increased measures are being put in place to combat cyber intru-
sions and attacks against critical infrastructure control systems. 
Unfortunately it is still being seen as a rear guard action as hackers 
are running ahead of protection measures – mainly because they 
had such a massive head start. Figure 1 shows reported incidents of 
cyber attacks in the United States of America (USA).

Figure 1:  Reported cyber incidents (USA) [1]. 

In 2014, approximately 430 000 incidents were reported. Of these, 
245 were related to control systems in some form or another. This 
might seem miniscule, but the potential impact is enormous. Even 
in the USA where there are mandatory reporting requirements, it is 
estimated that under reporting of incidents is in the region of 70%. 
Looking at the targets, it is clear that the majority was associated 
with critical manufacturing and energy – the lifeblood of an economy.

Figure 2: Industrial targets US 2014 [2]. 

Analyses of the incidents showed that more than half (55%) of the 
incidents involved so-called advanced persistent threats (APT). 
Basically this means that the attacks were sophisticated and would 
be able to bypass most protection measures. Attack vectors varied 
substantially as shown in Figure 3.
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A breach in cyber security has the potential of closing a company down or even affecting country-wide operation in the 

case of critical facilities. 

Cyber crime is a global problem and South Africa is as 
vulnerable to this scourge as any other country.
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Abbreviations/Acronyms

ANSI – American National Standards Institute
APT  – Advanced Persistent Threat
CIP  – Critical Infrastructure Protection
CSET  – Cyber Security Evaluation Tool 
CSERT  – Cyber Security Emergency Response Team 
CSIRT  – Cyber Security Incident Response Team 
DHS  – Department of Homeland Security (USA) 
DiD  – Defence in Depth 
DRP  – Disaster Recovery Plan 
HART  – Highway Addressable Remote Transducer 
ICS  – Industrial Control System(s)
IEC  – International Electrotechnical Commission
ISA – International Standards Authority
ISO  – International Standards Organisation
NCAC  – National Cybersecurity Advisory Council
NERC  – North American Electric Reliability Corporation
NIST  – National Institute of Standards Technology
PLC  – Programmable Logic Controller 
SABS  – South African Bureau of Standards
SHINE  – SHodan INtelligence Extraction 
P&P  – Policies & Procedures 
SCADA  – Supervisory Control And Data Acquisition 
SSA  – State Security Agency

Figure 3: Attack vectors for industrial targets US 2014[2].

What is concerning is that more than a third of attacks left too few 
footprints to identify the vector, thereby identifying the lack of forensic 
custody or sophisticated intrusion detection. Reporting in Europe 
differs in format and information, but indications are that the same 
trends are being followed.

What standards? 

Internationally there is a bewildering set of standards in various states 
of publication and review. None of these are unfortunately seen as 
authoritative and as widely accepted as the functional safety stand-
ards. Summary of some of the different standards:
• ISA99 / IEC62443: The ISA99 (ANSI/ISA-99.02.01-2009. Security for 

Industrial Automation and Control Systems) standard is generally 
seen as the basis for the newer standards with the IEC version 
the newer, more widely acceptable one. The standards are being 
developed by three groups, namely ISA/ANSI, ISO (part of the 
27 000 suite) and the IEC. See Figure 4 for structural information. 
While envisioned to be comprehensive and useful, it is being 
hampered by slow development. The only section that has been 
fully published (there are others still in review and development) 
is the one about the security technologies for ICSs

• NIST 800: This has beeen developed and published by the Na-
tional Institute of Standards and Technology (the US equivalent 
of the SABS) and is an extremely comprehensive set of docu-
ments. It is, however, focused on general IT security and not 
specific to control systems. It is also confusing and difficult to use.  
NIST800-30 is the most widely used for risk management in IT 
systems with NIST900-53 most applicable to ICS applications. A 
basic breakdown is shown in Table 1. This should be kept in mind 
when considering protection measures

 • NERC CIP (Critical Infrastructure Protection): Developed by the 

North American Electric Reliability Corporation for securing 
electric grids and specifically smart grid operations, it is a use-
ful set of eight (002-5 to 009-5) standards. While also not user 
friendly, the structure is clear and comprehensive. For general 
ICS security, the author would advise its use. As can be seen in 
Table 2 , there are a number of similarities between the NERC 
and NIST standards with the difference being the focus of the 
NERC standard is strictly ICS based applications. The security 
controls given in Table 2 are a small sample to give some un-
derstanding of what is required. 

Figure 4: IEC62443 modules.

 
Table 1: NIST SP800 Prophylactic controls.

Problem Relevant section Description

Policy and procedures General P&Ps are addressed 
as a first control in 

most sections 

Personnel security PS Vetting and personnel 
control 

Hardware and 
software

SA System and services 
acquisition 

Awareness 
and training

AT Different training 
levels according to 

responsibilities 

Miscellaneous 21,9%
Weak Authentication 13,5%

Network Scanning/Probing 53,22%

Removable Media 5,%
Brute Force Intrusion 3,1%
Abuse of Access Authority 9,4%

Spear Phishing 42,17%

SQL Injection 5,2%

ISA-62443-1-1

ISA-62443-2-1

ISA-TR62443-3-1

ISA-62443-4-1
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ISA-62443-3-2

ISA-62443-4-2

ISA-62443-1-3

ISA-TR62443-2-3

ISA-62443-3-3

ISA-TR62443-1-4

ISA-62443-2-4
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Requirements for an 
IACS security man-
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Security 
technologies 
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development 
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of terms and 
abbreviations

 Implementation 
guidance for an IACS 

security manage-
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Security levels 
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conduits

Technical security 
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System security 
compliance metrics

Patch manage-
ment in the IACS 

environment

System security 
requirements and 

security levels

IACS security 
lifecycle and 

use-case

Installation and 
maintenance 

requirements for 
IACS suppliers
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Audit AU Accountability and 
adherence to P&Ps 

Contingency planning CP Disaster recovery 

Incident response IR Forensic data reten-
tion and investigation

Information protection SC System and commu-
nication protection

Table 2: NERC CIP section overview.

Section Description Sample security controls 

002-5 Cyber system 
categorisation 

Inventory of systems and software 
Continuous vulnerability assessment and 
remediation

003-5 Security 
management 

controls 

Controlled access based on minimum 
need to know 
Secure configuration of network devices

004-5 Personnel & 
training 

Security skills assessment and training 

005-5 Electronic 
security 

perimeters 

Boundary defence 
Account monitoring and control

006-5 Physical 
security 

Maintenance, monitoring and auditing of 
security logs 
Access control

007-5 Systems  
security  

management 

Limitation and control of ports, protocols 
and services 

008-5 Incident 
reporting 

and response 
planning 

Data loss prevention 
Incident response and management

009-5 Recovery 
plans 

Disaster recovery and analysis 

Local situation 

Depending on which report is given credence, South Africa is either 
the country with the sixth [3] or the third [4] highest incidence of cyber 
crime in the world. Independent corroboration seems to indicate that 
the latter is the more likely scenario. Irrespective of what the actual 
case is the economy lost in excess of R3,4 billion in 2013 through 
reported cyber crime. The lack of consistent reporting means that 
this is most likely much higher. We are still awaiting the release of 
the 2014 statistics. 

South Africa is far behind on establishing official structures for 
both the reporting and investigation of cyber crime incidents. The draft 
policy for cyber security was published in the government gazette 
in 2010 [5]. To date little progress has been made in putting this into 
practice with the exception of the establishment of the National Cy-
bersecurity Advisory Council (NCAC) in October 2013 [6]. Looking at 
the reports generated by the Cyber Security Incident Response Team 
(CSIRT) (http://www.ssa.gov.za/CSIRT.aspx) investigating threats and 
incidents in South Africa it is apparent that emphasis is being placed 
on business and general ICT related incidents. ICS systems are not 
referenced except where the same type of issues impact it.

The process of establishing the regulatory framework and report-
ing structures falls under the auspices of the State Security Agency 

(SSA) and has been classified secret with the result that no updated 
information is available. Publication of the draft legislation was ex-
pected in October 2014, but it has been delayed. What can we expect 
from the legislation? As stated it is still unclear, but the following is 
expected to be addressed:
• Responsibility for securing systems will reside with the owner 

with severe penalties in case of non-compliance
• Government and 3rd party audits will be required on a periodic 

basis
• Securing the forensic evidence chain will be required
• Different levels of security based on the criticality classification 

will be applied

While proactive implementation and protection is advised, it is un-
likely to be widely implemented until a catastrophic incident occurs 
or it is mandated by national legislation.

Threats 

Threats to control systems can generally be classified as follows: 
• Internal 
 o Unintentional 
 o Intentional misuse of authorised privileges 
 o Intentional misuse of unauthorised privileges 
• External
 o Hacktivists 
 o IP theft 
 o Intentional plant / equipment damage 

Many control systems (project SHINE located at least 600 000) are 
fully or partially accessible to outside agents. More concerning is that 
some of these systems are responsible for safe operation of plants and 
protecting lives and equipment. Figure 5 is an anonymised diagram 
showing some of the open systems in South Africa.

Figure 5: Open control systems in South Africa (Source: SCADACS).

Each indication represents up to 100 systems. The classic vertical 
and horizontal Defence in Depth (DiD) strategy does provide a rea-
sonable degree of protection against external threats as shown in 
Figure 8. Insider threats, which form a substantial part of breaches, 
are not controlled by this because trusted and authorised people are 
using their credentials to perform unauthorised actions. The most 
damaging actions are not always intentional, but intention does not 
determine the damage.
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Protection practices 

There are a number of ‘best practice’ methodologies available includ-
ing the Tofino / Exida model [7] and the widely accepted DHS Defence 
in Depth (DiD) [8] guidelines. There are several aspects that most of 
these methodologies have in common. These include:
• System assessment 
• Threat vector risk assessment – this is not the same as the system 

assessment 
• Development and implementation of ICS specific policies and 

procedures 
• System segmentation, by using ICS firewalls, resulting in Defence 

In Depth (DiD) 
• Access control, both physical and logical 
• System hardening 
• Monitor and maintain

One aspect that is not always included, but would be useful in the 
South African context, is that of training and as part of that, aware-
ness creation. Some of these aspects are self-explanatory; others 
need more discussion.

System assessment

In the same way that there are different variations of ‘best practices’, 
there are no absolutes in doing system assessments. One of the best 
tools available for system assessments is published by the US DHS. 
This is known as the Cyber Security Evaluation Tool (CSET) and it is 
actually a comprehensive toolset for doing system evaluations as well 
as providing guidance when compiling the policies and procedures 
for protecting ICSs from cyber threats. As can be seen in Figure 6, 
the process is detailed and comprehensive. It is not always strictly 
required to follow the full process, but for critical infrastructure and 
plants, the time spent on this is well worth the reduction in risk.

Figure 6: CSET assessment process [9].

System segmentation

The biggest mistake made by many companies is to think about 
vertical segmentation and isolation only when applying DiD strate-
gies. This is well illustrated in Figures 7 and 8. This is generally not 
sufficient as segmentation should be implemented between plant/ 
unit areas to limit or prevent cross infection in case of malware or 
horizontal targeted attack vectors. As part of the segmentation a sadly 
neglected aspect is that of Intrusion Detection (IDS). When consider-
ing the amount of undirected attacks being performed continuously 
one must consider the possibility that if your system has not been 
attacked, it is likely because you do not know about it. An IDS is 
absolutely critical in not only determining whether your system has 

been targeted, but also what kinds of attacks are involved. SANS 
states that many unexplained malfunctions in control systems can 
be caused by directed and undirected attacks, which have simply 
not been identified as such: Abnormal activity or unexplained errors 
deserve a closer security look [10].

System hardening 

Hardening can take many forms, but in general there are a few actions 
that should be performed. These are: 
• Patching 
 o OS 

o Antivirus 
o Firmware 

• Component disabling 
 o Web servers 
 o Background services 
• Port access 
 o Disable ports not required especially ports for Modbus TCP 
• Application whitelisting 
 o Only allow the required applications to run 
 o Only allow the required communication to take place 
• Scanning

o Check and fix vulnerabilities frequently 

Figure 7: Typical vertical segmentation (Source: US-DHS) [8].

DiD strategies are designed to keep out intrusion from external 
sources; they are not effective against internal sources. One of the 
most concerning trends that are now emerging is the subversion of the 
traditional (seen as secure) field buses. Specifically the HART protocol 
that has been widely deployed on 4-20 mA analogue systems has 
been shown to be vulnerable to code injection and spoofing of the 
transmitter values [12]. The proof of concept was demonstrated by 
Alexander Bolshev at the recent Digital Bond S4X14 conference [13]. 
While it is true that a high level of technical competence is required 
to exploit this, the software and associated hardware schematics is 
freely available on the internet. 

This vulnerability is also applicable to HART enabled safety 
systems. There is currently no available protection against this type 
of combined insider and field entry attack. Periodic system audits, 
vulnerability assessment and intrusion detection (combined with 
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traffic analysis) systems provide some possibility of locating and 
correcting these types of attacks. Prevention is unlikely.

Figure 8:  Practical implementation of DiD segmentation (copyright – com-
pany represented by the author).

Conclusion 

The threat against ICS systems is not decreasing and protection, good 
practices and monitoring are becoming ever more important. While 
measures are being put in place by government to ensure better protec-
tion through a legislative framework, we are still far behind and much 
still needs to be done especially in the protection of production systems. 
The onus will rest on the system owners to ensure that until this is in 
place, protection of critical control and safety systems is catered for. 
Cyber crime is a global problem and South Africa is not exempt. The 
first step is to create awareness that there is a problem. DiD will not 
protect against all threats, and especially not against the insider threat, 
but together with good intrusion monitoring and vulnerability scanning 
and patching your systems will be much better protected.
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