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Not only is the communication system a central part of the 
system architecture, but its performance also determines 
whether the entire system is able to reach its full efficiency. 

The bus system is a key factor in defining system costs, commission-
ing time, and robustness. 

Unique functional principle

Typical automation networks are characterised by short data length 
per node, less than the minimum payload of an Ethernet frame. Us-
ing one frame per node per cycle, therefore, leads to low bandwidth 
utilisation and thus to insufficient overall network performance. 
EtherCAT takes a different approach.

Processing ‘on the fly’

EtherCAT’s key functional principle lies in how its nodes process 
Ethernet frames: Each node reads the data addressed to it and writes 
its data back to the frame all while the frame is moving downstream. 
This leads to improved bandwidth utilisation (one frame per cycle is 
often sufficient for communication) while also eliminating the need 
for switches or hubs. The unique way the process frames makes it 
the fastest industrial Ethernet technology.

Figure 1: Inserting process data ‘on the fly’.

Simple, robust and affordable

When compared to a classic fieldbus system, this system is the obvi-
ous choice. Node addresses can be set automatically, there is no need 
for network tuning, and onboard diagnostics with fault localisation 

make pinpointing errors a snap. Despite these advanced features, 
the system is easier to use than industrial Ethernet - there are no 
switches to configure, and no complicated handling of MAC or IP 
addresses is required.

EtherCAT delivers all the advantages of industrial Ethernet at field-
bus prices. How? Firstly, it does not require any active infrastructure 
components. The master device does not require a special interface 
card and the slave devices use highly-integrated, cost-effective chips 
available from a variety of suppliers. There is also no need for costly 
IT experts to commission or maintain the system.

The technology

By and large the fastest industrial Ethernet technology, EtherCAT 
also synchronises with nanosecond accuracy. This is a huge benefit 
for all applications in which the target system is controlled or meas-
ured via the bus system. The rapid reaction times work to reduce 
the wait times during the transitions between process steps, which 
significantly enhances application efficiency. Lastly, the system ar-
chitecture reduces the load on the CPU by 25 – 30% in comparison 
to other bus systems (given the same cycle time). When optimally 
applied, EtherCAT’s performance leads to improved accuracy, greater 
throughput, and lowered costs.

 
Plant-wide communication

The protocol is optimised for process data and is transported directly 
within the standard IEEE 802.3 [1] Ethernet frame. It may consist of 
several sub-telegrams, each serving a particular memory area of the 
logical process images. The data sequence is independent of the 
physical order of the nodes in the network – addressing can be in 
any order. Broadcast, multicast and communication between slaves 
are possible and must be done by the master device. If IP routing is 
required, the protocol can be inserted into UDP/IP datagrams. This 
also enables any control with Ethernet protocol stack to address 
EtherCAT systems.
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Abbreviations

CPU – Central Processing Unit
DC – Distributed Clock
FPGA – Field Programmable Gate Array
IP – Internet Protocol
MAC – Message Authentication Code
UDP – User Datagram Protocol
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special hardware in the master device and can be implemented in 
software on any standard Ethernet MAC, even without dedicated 
communication coprocessor. The typical process of establishing a 
distributed clock is initiated by the master by sending a broadcast to 
all slaves to a certain address. Upon reception of this message, all 
slaves will latch the value of their internal clock twice, once when the 
message is received and once when it returns. The master can then 
read all latched values and calculate the delay for each slave. This 
process can be repeated as many times as required to reduce jitter 
and average out values. Total delays are calculated for each slave 
depending on their position in the slave-ring and will be uploaded to 
an offset register. Finally the master issues a broadcast read-write on 
the system clock, which will make the first slave the reference clock 
and forcing all other slaves to set their internal clock appropriately 
with the now known offset. To keep the clocks synchronised after 
initialisation, the master or slave must regularly send out the broad-
cast again to counter any effects of speed difference between the 
internal clocks of each slave. Each slave should adjust the speed of 
their internal clock or implement an internal correction mechanism 
whenever they have to adjust.

Figure 4: Completely hardware-based synchronisation with compensation 
for propagation delays.

Diagnostics and error localisation

Diagnostic characteristics play a major role in determining a machine’s 
availability and commissioning time. In addition to error detection, 
error localisation is important during troubleshooting. The system 
described features the possibility to scan and compare the actual 

Figure 2: EtherCAT in a standard Ethernet frame [1].

Flexible topology

In these applications, the machine structure determines the network 
topology, not the other way around. In conventional industrial Eth-
ernet systems, there are limitations as to how many switches and 
hubs can be cascaded, which limits the overall network topology. 
Since the system discussed does not need hubs or switches, there 
are no such limitations. In short, it is virtually limitless when it comes 
to network topology. Line, tree or star topologies and any combina-
tions thereof are possible with a nearly unlimited number of nodes. 
Thanks to automatic link detection, nodes and network segments 
can be disconnected during operation and reconnected - somewhere 
else. Line topology is extended to a ring topology for the sake of 
cable redundancy. All the master device needs for this redundancy 
is a second Ethernet port and the slave devices already support the 
cable redundancy. This makes switching out devices during machine 
operation possible.

Figure 3: Flexible topology – line, tree or star.

Distributed Clocks (DC) for high-precision synchroni-
sation

For synchronisation a distributed clock mechanism is applied, which 
leads to very low jitters of significantly less than 1 µs even if the com-
munication cycle jitters, which is equivalent to the IEEE 1588 Precision 
Time Protocol standard [2]. Therefore EtherCAT does not require a 
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network topology with the planned topology during boot up. It also 
has many additional diagnostic capabilities inherent to its system. The 
slave controller in each node checks the moving frame for errors with 
a check sum. Information is provided to the slave application only if 
the frame has been received correctly. If there is a bit error, the error 
counter is incremented and the subsequent nodes are informed that 
the frame contains an error. The master device will also detect that 
the frame is faulty and discard its information. The master device is 
able to detect where the fault originally occurred in the system by 
analysing the nodes’ error counters. It can detect and localise occa-
sional disturbances before the issue impacts the machine’s operation. 
Within the frames, the Working Counter enables the information in 
each datagram to be monitored for consistency. Each node which is 
addressed and whose memory is accessible increments the working 
counter automatically. The master is then able to cyclically confirm 
if all nodes are working with consistent data. If the working counter 
has a different value than it should, the master does not forward this 
datagram’s data to the control application. The master device auto-
matically detects the reason for the unexpected behavior with help 
from status and error information from the nodes as well as the Link 
Status. Since EtherCAT utilises standard Ethernet frames, Ethernet 
network traffic can be recorded with the help of free Ethernet software 
tools. For example, the Wireshark software comes with a protocol 
interpreter for EtherCAT, so that protocol-specific information, such 
as the working counter, commandos etc is shown in plain text.

High availability 

EtherCAT enables cable redundancy with simple measures. By con-
necting a cable from the last node to an additional Ethernet port in 
the master device, a line topology is extended into a ring topology. 
A redundancy case, such as a cable break or a node malfunction, is 
detected by a software add-on in the master stack. The nodes them-
selves do not need to be modified, and do not even ‘know’ that they 
are being operated in a redundant network. Link detection in the slave 
devices automatically detect and resolve redundancy cases with a 
recovery time is less than 15 µs, so at maximum, a single communica-
tion cycle is disrupted. This means that even motion applications with 
very short cycle times can continue working smoothly when a cable 
breaks. With EtherCAT, it is also possible to realise master device 
redundancy with Hot Standby. Vulnerable network components, such 
as those connected with a drag chain, can be wired with a drop line, so 
that even when a cable breaks, the rest of the machine keeps running.

Figure 5: Inexpensive cable redundancy with standard EtherCAT slave 
devices.

Communication profiles

In order to configure and diagnose slave devices, it is possible to ac-
cess the variables provided for the network with the help of acyclic 
communication. 

This is based on a reliable mailbox protocol with an auto-recover 
function for erroneous messages. In order to support a wide variety of 
devices and application layers, the following EtherCAT communica-
tion profiles have been established:
•	 CAN	application	protocol	over	EtherCAT	(CoE)
•	 Servo	drive	profile,	according	to	IEC	61800-7-204	(SoE)	[3]
•	 Ethernet	over	EtherCAT	(EoE)
•	 File	Access	over	EtherCAT	(FoE)

A slave device is not required to support all communication profiles; 
instead, it may decide which profile is most suitable for its needs. The 
master device is notified which communication profiles have been 
implemented via the slave device description file.

Figure 6: Different communication profiles can coexist in the same system.

Integrated Safety

Functional safety as an integrated part of the network architecture? 
Not a problem with Functional Safety over EtherCAT (FSoE). FSoE 
is proven in use through TÜV certified devices that have been on 
the market since 2005. The protocol fulfills the requirements for 
SIL 3 systems and is suitable for both centralised and decentralised 
control systems. 

Thanks to the Black-Channel approach and the particularly lean 
Safety-Container, FSoE can also be used in other bus systems. This 
integrated approach and the lean protocol help keep system costs 
down. Additionally, a non-safety critical controller can also receive 
and process safety data.
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Figure 7: Safety over EtherCAT enables simpler and more flexible architec-
tures than with relay logic.

Integration of other bus systems

For integration of existing fieldbus components into EtherCAT net-
works, gateway devices are available. Also other Ethernet protocols 
can be used in conjunction: The Ethernet frames are tunneled via 
the EtherCAT protocol, which is the standard approach for internet 
applications. The network is fully transparent for the Ethernet device, 
and the real-time characteristics are not impaired since the master 
dictates exactly when the tunneled transfers are to occur and how 
much capacity of the 100 Mbit/s media the tunneled protocols can use. 
All internet technologies can therefore also be used in the EtherCAT 
environment: Integrated web server, e-mail, FTP transfer etc.

Figure 8: Decentralised fieldbus interfaces.

Implementation

Master can be implemented in software on any standard Ethernet 
MAC. Several vendors supply code for different operating systems. 
There are also several open and shared source implementations. For 
slave devices special slave controller chips are required in order to 
perform the ‘processing on the fly’ principle. These slave controllers 
are available as code for different FPGA types and are also available 
as ASIC implementations.

Figure 9: Typical EtherCAT master architecture.

Conclusion

The goal is to keep EtherCAT technology open for all potential users. 
It brings the device manufacturers, technology providers, and users 
together to further the technology. It provides multiple technical 
working groups where experts carefully work on various specific 
aspects of the technology. All these activities focus on one common 
goal: Keeping EtherCAT stable and interoperable.
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‘A bus system might not be everything but the 

machine is nothing without it!’  Martin Rostan, 

EtherCAT Technology Group


