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In 1988 the International Electrotechnical Committee (IEC) initiated the 
development of a new protocol standard for distributed applications, 
although more specifically for the electrical industry. At the same 
time, the IEEE and EPRI initiated the UCA (Utility Communications 
Architecture) project. In 1990 first implementations of both DNP and 
IEC 60870-5 were respectively released in North-America and Europe. 
In 1997, the IEEE and EPRI joined forces with the IEC (Working Group 
10 of Technical Committee 57) to build a common international 
standard for electrical utility communications. These efforts were 
based on concepts and definitions of the UCA architecture and lead 
to the creation of a standard named IEC 61850 which was designed 
to provide for interoperability, fast communications among field 
devices, guaranteed data delivery time, and configuration support.

When a new standard is released, clients normally prefer a single 
vendor solution or implementation. As the number of solutions and 
vendors increase, clients will start to use multiple vendor components 
for optimising their systems. DNP3 has been at that point for nearly 
a decade, while most IEC 60870-5 implementations tended to stay 
single vendor solutions (especially in Europe). IEC 61850 is at the mo-
ment where clients tend to use single vendor solutions to ensure that 
small interpretation issues in the standard are the solution provider’s 
problem. Many vendors started around 2005 to develop IEC 61850 
compliant applications. These were manufacturers of substation au-
tomation equipment – transformers, breakers, reclosers, protection 
and measurement equipment.

To estimate costs on new technologies purely on the basis of 
equipment costs, does not take into account costs for installation, 
configuration, migration, flexibility and capability. The user will have 
to quantify the time saving in the configuration of an average size 
substation with the traditional approach being estimated at about 
40 hours, compared to the 20 minutes for the same substation using 
the new technologies. In Africa, when installing power infrastructure, 
the perfect opportunity to implement broadband services as part of 
the initial installation (this means fibre networks, power-line-carrier 
equipment, multiplexer networks that support multiple protocols) to 
be able to capitalise on the benefits of the new technologies. If the 

Telecontrol protocols rely on features such as robustness, ef-
ficiency and interoperability to make them superior to older 
protocols such as Modbus, but this is at the cost of higher 

complexity. DNP3 is widely used in the United States of America, 
while IEC 60870 is used exclusively in Europe. 

These protocols are used for communication between control 
centres (SCADA Masters) and Remote Terminal Units (RTUs) and 
Intelligent Electronic Devices (IEDs). The ‘new kid’ on the block, IEC 
61850 is the future benchmark for telecontrol helping to make integra-
tion both at the master and subordinates standardised. 

It is impossible to compare the three protocols with each other 
to say which is better. The two older protocols each has unique and 
elegant features for the specific segment of the market in which they 
are deployed. IEC 61850 was initiated through the experience and 
maturing of the other technologies in the 10+ years that the first two 
were around. 

Without getting caught up in detail and specifics, this is an effort 
to assist potential users of the technologies to weigh the pros and 
cons in selecting one over the other for a specific application, and to 
determine the upgrade path from the older protocols to IEC 61850.

 
Figure 1: Development of Protocols: IEC/EPRI/IEEE.
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user has an ageing low speed radio network between his substations, 
he will have to also consider the cost to get that replaced.

DNP3 (IEEE 1815)

As can be seen in Figure 1, DNP3 started off as one of the two 
branches IEC initiative in 1988 and was developed for a wider scope 
of implementation in mind than IEC 60870-5. The DNP3-protocol 
was handed over to a user’s organisation in 1993 (www.dnp.org), 
and as such clarification on the protocol has been a lot easier than 
getting clarification out of the Swiss-based IEC. Current DNP3 users 
include electrical, oil and gas, water/wastewater, environmental and 
security industries to name a few. DNP3 is also now officially an IEEE 
standard, IEEE 1815. At the end of this discussion on DNP3, industry 
specific enhancements for the water industry are also briefly discussed 
(www.ukwits.org).

The terms host, master and outstation are used in DNP to describe 
nodes. A SCADA can be the host (master and slave), and the outsta-
tions although normally slaves, can act as masters as well. A dual 
function outstation is quite normal, and is used for inter-outstation 
communication.

Level compliance

Because DNP3 is a big protocol, it was not always practical to include 
all features in a device (remembering what memory size and speed 
were for old 16-bit devices). To manage this, protocol compliance 
was functionally split into levels, then referred to as level compliance.
•	 Level	1	–	Very	basic	slave	(unsolicited	not	supported)
•	 Level	2	–	Smarter	slave/	master	(Generic	RTU,	Master	Station)
•	 Level	3	–	Very	smart	slave/	master
•	 Level	4	–	Advanced	functions	(smart	grid,	security	etc)

Strict compliance and certification via the DNP-organisation, allow 
a	slave	to	be	compliant	on	Level	1,	2,	or	4.	Simple	devices	will	only	
support	a	subset	of	the	features	of	the	full	specification.	Level	1	may	
indicate the device can only be supported in a polled fashion (meaning 
the master has to request the data although it is time stamped and 
buffered	in	the	slave).	In	Level	3,	the	major	differences	are	objects	
and unsolicited communication with an outstation in this cost most 
likely an RTU where classes can be configured for communication to 
be initiated by the slave device.

Data classes

Data can be either static or event driven. All static data is Class 0 data 
(current or real-time value of data in the slave). Classes 1, 2 and 3 
refer to event data. These classes are used by the master to request 
pre-assigned data objects on demand, based on the class to which 
they have been assigned. To summarise:
•	 Class	0	(called	static	data)	-	all	data	points	automatically	belong	

to class 0 – data can be polled by Master
•	 Classes	1	–	3	are	assigned	to	event	data

•	 Class	1	is	typically	the	highest	priority	eg	ESDs	
•	 Class	3	is	the	lowest	priority	eg	tank	levels
•	 A	binary	event	is	generated	when	the	binary	point	changes	state
•	 An	analogue	event	is	generated	when	the	analogue	point	exceeds	

a dead band value

Type 1 to 3 data are assigned to be that, and get entered into a DNP-
table with a unique DNP3-address (not the same as in many cases a 
Modbus address for the source (class 0) data. The host application 
will use this new address to receive data from the slave on the event 
that has been defined for the class it belongs to. There is a lot more 
to say but let’s leave it at that for this article.

DNP3 functions/ roles

To implement a system utilising the advantages of DNP3, the host 
(configured as a DNP3 master), will communicate with outstations to 
exchange information. Some of these outstations could be masters 
as well, in which we call such a station a gateway (see Figure 2).

An outstation can perform routing, if it passes information to a 
master from a different outstation that does not have a direct link to 
the master. Sometimes, a concentrator function can be performed 
by a station that acts as a slave to the master, but also as a master 
with another slave.

DNP3 also support multiple masters (not to be confused with re-
dundancy), as well as peer-to-peer architectures. In a multiple master 
(for instance two SCADA hosts), the data can be the same, but care 
has to be taken that only one master can do time synchronisation. 
In an application where the one outstation has critical (say interlock) 
information, intended for use in another outstation (for instance the 
level of a reservoir), this station will act as a master to the other, and 
directly obtain the information. The information can also be requested 
by the host master for monitoring purposes.

Figure 2: Example of DNP data transfer between stations.

DNP3 Devices are often required to time tag events to the nearest 
millisecond. In order to achieve this, a reliable time source is required. 
A local GPS receiver can be used or the device can request time 
synchronisation from the Master. From 2008, UTC time has been a 
DNP requirement, and strongly suggested. Build into DNP is ways 



E+C  SPOT ON

•	 Enables	a	DNP3	outstation	to	unambiguously	determine	it	is	com-
municating with a user who is authorised to access the services 
of the outstation.

•	 Enables	a	DNP3	master	to	unambiguously	determine	that	 it	 is	
communicating with the correct outstation.

Water Industries Telemetry Standard (WITS)

A very interesting development that has been driven since 2004 in 
the water industry (United Kingdom – (UK)) is the WITS (Water In-
dustry Telemetry Standards) project which produces a DNP3 add-on 
that gives similar advantages in the water industry than IEC 61850 
gives for the power industry. A number of RTU and SCADA vendors 
support	this	add-on.	(Look	for	the	RTU	stating	DNP3	Server	protocol	
supported). 

This is used extensively in the UK where the initiative started 
nearly 10 years ago, and is today quite mature. Additional seven 
data types are supported (Analogue Events, Counter Events, Binary 
Events, Field Device Health Check, Callback, Application Manager 
and Action Inhibit). 

The Callback Data Set provides the facility to initiate an inbound 
connection from a Field device to the Master Station to test alternative 
communication channels for example.

It is recognised that Bulk Configuration of a Field Device for every 
small parameter change is not a suitable mechanism, especially for 
medium and large devices. This Application Note describes the use 
of file transfer to provide Incremental Configuration updates to Field 
Devices through a WITS defined file format. 

The Configuration files used to updated RTU-configuration (even 
incrementally),	used	a	modified	for	stability	XML-type	file	structure,	
which is send with DNP Secure Authentication to the RTU or field 
device.

WITS devices do not use the standard DNP3 event objects to re-
port changes of binary states and analogue or counter values. WITS 
define the term ‘point changes’ to mean:
•	 A	change	in	a	point’s	DNP3	object	flags
•	 A	state	change	(eg	a	change	into	a	specific	binary	state,	a	change	

of value that transgresses a limit value)
•	 Other	changes,	for	example	a	significant	change	in	point	value	

(eg change of value by more than the configured dead band)

Final comments on DNP3

As a final caution, DNP3 is a powerful and highly configurable proto-
col. Careful planning of the network mode to be used has to be taken 
at the beginning to make certain that the reliability and efficiency is 
not less than desirable. 

DNP3 as a network protocol has been designed to work well over 
narrow bandwidth links if the necessary planning and care is taken. In 
the absence of IEC 61850 having clear guidance for other industries 
than substation automation and smart grid, enhancements like the 
WITS add-on to DNP3, gave DNP3 some new life.

to obtain and manage time synchronisation between a master and 
other masters and slaves, even over delayed low bandwidth com-
munication channels.

Protocol

DNP3 is supported over serial, as well as TCP/IP, and from experi-
ence it works out-of-the-box between different vendors’ equipment. 
(For	instance	Vender	1’s	SCADA	host,	using	Vender	2’s	RTU,	Vender	
3’s	radio	and	Vender	4’s	electricity	meter.	The	reason	for	this	is	that	
DNP3 is a mature protocol, and everybody gets certified by the DNP-
organisation (www.dnp3.org) for compliance.

One	of	 the	pitfalls	often	encountered	 in	 industry	 is	users	 that	
upgrade their system from the serial-based DNP3 to Ethernet DNP3. 
They will take a serial RTU, and upgrade with an Ethernet-RTU. If 
the bandwidth of the communication channel to that station is not 
also increased, the user will have a slower link due to the overhead 
implemented of wrapping the DNP-packets into Ethernet-wrappers. 
DNP3 protocol has been designed to work reliable over low-bandwidth 
links using a range of communications mediums like radios, dial-up-
modems, PSTN-lines and satellite-links.

Network modes

The DNP3 protocol allows for both unsolicited or polled network 
modes. Each has their own advantages/disadvantages regarding 
efficiency, collisions, bandwidth utilisation and latency. Normally a 
well-designed system will be a combination of the last two in the list 
depending	on	primarily	the	size	and	bandwidth	of	the	system.	Over	
serial, polled and report by exception can give a system still accept-
able performance.
•	 Quiescent:	 All	 slave	 data	 reported	 via	 unsolicited	 responses.	

Master never initiates requests.
•	 Polled	Static:	All	slave	data	gathered	by	regular	Class	0	polling	

from Master. Slave never initiates communication.
•	 Unsolicited	 report	by	exception:	Unsolicited	 is	used	primarily.	

Class 0 polls are also done occasionally.
•	 Polled	report	by	exception:	Regular	polling	of	all	data	classes.	

Unsolicited is not used.

Security

Security in DNP3 has been relevant especially since communication 
over TCP/IP has become common and different methods are used. 
Data radio suppliers use their own encryption schemes, but vendors 
implement security as well. The AGA12/IEEE1711 security wrapper 
in DNP3 is encrypted, time limited and key protected with keys that 
are changed regularly. 

The reason is obvious, if somebody records a control action, and 
transmits it into the cloud, even if this message was a valid action 
30	minutes	ago,	it	will	have	expired.	One	of	the	latest	developments	
in DNP3 is DNP3 Secure Authentication, which defines a protocol 
mechanism that:
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Data classes

The IEC 60870-5-101/104 standards define two data classes. Class 1 
data is used for time tagged or spontaneously transmitted ASDUs. 
Class 2 data contains periodic / cyclic data. Note that the IEC data 
classes	are	NOT	user	 selectable,	 and	are	not	 related	 to	 the	DNP3	
point configurations of the same name. Point data is included by the 
RTU in the response to periodic / cyclic requests, at the rates set by 
the background period and cyclic period times. All points with an IEC 
IOA	address	are	returned	in	response	to	the	next	station	interroga-
tion when the Background Period time has elapsed. Analogue points 
set for ‘Enable Cyclic Scan’ are also returned to the master when the 
cyclic period time has elapsed (usually much more frequently than the 
background period). The above is a good illustration of the different ap-
proach that DNP3 and IEC 60870-5 has to solving the same problems. 

To illustrate IEC 60870-5’s strong support for the requirements 
of substation automation, is the way in which command actions are 
implemented. ASDU Type ID 45: C_SC_DA_1 - Single Command, can 
in the T104 protocol, have a command age as well ASDU Type ID 58: 
C_SC_TA_1 - Single Command with Time Tag. In these commands 
latching, and short and long pulsing options are implemented often 
necessary in substation automation. Double point information (10, 
00, 10, and 11) is also default support.

Network modes

IEC 60870-5 network modes supported are unbalanced (only master 
initiated message) and balanced (can be master/slave initiated) modes 
of data transfer. As seen above for unbalanced and balanced (DNP3 
being polled or unsolicited), outstations can be either primary (P) and/
or secondary(S) (controlling or controlled – which is similar to DNP3’s 
use of master and slave). Thus a station can be a Master Station or a 
Submaster Station depending on the (P) and/or (S).

 
Figure 3: Example of IEC 60870-5 using Primary & Secondary functions.

Rooting of ASDUs is available, and two secondary stations can ex-
change monitor or control actions via an available primary station. 
In the two figures a control action as well as the ‘acknowledge of 
control’ are shown.

IEC 60870-5 

The IEC-brief in 1988 was to develop IEC 60870 primarily for the 
electric utility industry. IEC 60870 has six parts, where parts 5 and 6 
are of particular importance in electric utilities. IEC 60870-6-Tase2, 
not discussed here, for ICCP (Inter Control Centre Protocol) is for 
information exchange between two or more Power Utility Control 
Centres. This is normally implemented between the SCADA-hosts to 
allow exchange of information in inter-related centres. 
For IEC 60870-5, 5 documents were produced to describe basics.
•	 IEC	60870-5-1:	Transmission	Frame	Formats
•	 IEC	60870-5-2:	Data	Link	Transmission	Services
•	 IEC	60870-5-3:	General	Structure	of	Application	Data
•	 IEC	60870-5-4:	Definition	and	Coding	of	Information	Elements
•	 IEC	60870-5-5:	Basic	Application	Functions

An additional 5 companion standards were produced, often refer-
enced by suppliers of these systems.
•	 IEC	60870-5-101	T101:	Transmission	Protocols,	companion	stand-

ards especially for basic telecontrol tasks
•	 IEC	60870-5-102	T102:	Companion	standard	for	the	transmission	

of integrated totals in electric power systems (this standard is not 
widely used)

•	 IEC	60870-5-103	T103:	Transmission	Protocols,	Companion	stand-
ard for the informative interface of protection equipment

•	 IEC	60870-5-104	T104:		Transmission	Protocols,	Network	access	
for IEC 60870-5-101 using standard transport

In this article we will not look at T102 and T103, and will concentrate 
more	on	T104	than	on	T101.	One	must	realise	that	IEC	60870-5	was	
developed about the same time as DNP3, specifically for a protocol 
standard for telecontrol, teleprotection, and associated telecommu-
nications for electric power systems. In most cases either T101 (serial 
links) and/or T104 are used for older substation automation systems.

Terms and definitions

The protocol terms used in the configuration of an IEC 60870-5 
system are:
•	 ASDU	-	Application	Service	Data	Unit	(which	is	a	data	item	in	the	

application layer of the protocol)
•	 ASDU	Type	ID	-	ASDU	type	Identifier	(numeric	identifier	for	the	

ASDU type)
•	 IOA	–	Information	Object	Address	(The	IEC	index	(address)	of	a	

data item)

Each configuration point in the RTU may be configured as an IEC 
60870-5-101/104 Slave point. These can be single points, double points 
etc.	and	as	time	stamped	events,	contain	both	an	IOA	as	well	as	an	
ASDU assignment (single point etc.). Analogue points can normally 
also be selected for cyclic/periodic station interrogation.
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Security

IEC 60870-5 uses the FT1.2 Frame Format, and the security used is 8-bit 
checksum versus the 16-bit CRC of DNP3. There is also a difference 
in	the	Hamming	distance,	but	ultimately,	the	Data	Link	Layer	security	
is a bit lower than DNP3.

Although the IEC proposed certain security enhancements in 
2009, the level of implementation is vendor specific (IEC document 
TC57/1029/NP)

Final comments on IEC 60870-5

In the final instance, although the volume of documentation to work 
through before getting to a IEC 60870-5 solution is a steeper hill than 
for DNP3, the DNP3 implementation tables is tick boxes in the IEC 
60870-5. Still, both protocols lack the self-documentation features that 
most other modern control systems have these days in the process 
environment.

Although IEC 60870-5 has been implemented in Europe and the 
Middle	East	in	Oil	&	Gas	applications,	the	biggest	is	still	the	power	
industry, and it is this industry that has been replacing IEC 60870-5 
for several years with IEC 61850 (not surprising really since IEC 61850 
is solely for the power industry). As such, it is my opinion, that as the 
power industries elsewhere upgrade their communication networks, 
they will be able to justify upgrading to IEC 61850.

Comparing IEC 60870-5 with DNP3 is quite easy, and in most 
cases they are quite alike (since DNP3 uses 60870-5-1 and 60870-
5-2).  Because it is very much developed for Telecontrol (SCADA), 
intra-substation and control-centre to substation applications, it was 
primarily used for this but has been steadily replaced with IEC 61850. 
This cannot be said about DNP3 as it is still used extensively for Tel-
econtrol (SCADA), intra-substation and control-centre to substation 
applications in existing substations in many parts of the world.

IEC 61850

Where IEC 60870-5 was developed for Telecontrol (SCADA), intra-
substation and control-centre to substation, IEC 61850 is for substation 
and feeder automation (and if properly extended can be used in many 
other domains) Many wrongly, also see IEC 61850 only of use in the 
substation, and not as a protocol between the substation and control 
centres. The new high bandwidth communication mediums that is 
available because of the advances in these technologies, removed the 
limitations that both the previous protocols had to deal with when 
they were started. Technologies such as switched Ethernet, TCP/
IP, high-speed wide area networks, and high-performance low-cost 
computers are providing capabilities that did not nearly exist when 
most legacy substation automation protocols were designed. Both 
the previous protocols, although they support Ethernet, has been 
designed for low bandwidth communication in mind.

IEC 61850 is a model-driven (supports inheritance, encapsulation 
and hierarchical models) approach of the IEC TC57 standards. It is an 
innovative approach that requires a new way of thinking on how to 

automate sub stations. The object oriented approach which will come 
at a cost of higher bandwidth, will have significant cost savings due 
to reliability (repeatability), scalability of applications. As shown in 
Figure 1, the drive for additional object models will also benefit other 
industries when these are realised by vendors of for instance pump 
or lift stations (water industry), oil and gas wells etc.

What is IEC 61850? It is not just a communication protocol, but 
a comprehensive standard for the design of automation systems 
(although currently more specific for substation automation). It is 
also a collection of multiple protocols and concepts that facilitate the 
design, implementation and operation of these systems. It add format 
and structure to data which was traditionally (with legacy protocols) 
unformatted. In a substation automation world, the typical imple-
mentation time of a new project can be between 18 to 24 months for 
a fair sized project. A lot of this time can be reduced significantly in 
a smart grid environment. IEC 61850 makes a mayor contribution to 
formalise and speed up this process. If utilised between the RTU and 
the control centre, the SCADA configuration talking IEC 61850 to the 
RTU, will reduce engineering time significantly here as well. Some 
SCADAs have already received certification for this approach where 
it	has	an	IEC	61850	Client	&	Server	incorporated,	and	can	thus	deploy	
easily all the models in the RTU with standard models (transformer, 
recloser, CTs etc.) and pre-defined communication.

Terms used

The term IED used in the power industry is a generic term that 
encapsulates a number of different types of devices. According to 
definition - IEDs receive data from sensors and power equipment, 
and can issue control commands, such as tripping circuit breakers if 
they sense voltage, current, or frequency anomalies, or raise/lower 
voltage levels in order to maintain the desired level. Common types 
of IEDs include protective relaying devices, load tap changer control-
lers, circuit breaker controllers, capacitor bank switches, re-closer 
controllers, voltage regulators, etc.

Power assisted configuration

The user can use ‘power-assisted’ configuration to configure his 
system	using	the	SCL-files	from	the	suppliers	of	the	IEDs,	then	edit	
that information for the specific assignment, download to the device. 
Because IEC 61850 uses these standards, the SCADA does already 
know everything about the device, and even the SCADA configuration 
is	automated.	There	are	a	number	of	different	types	of	SCL-files,	all	
related to different functions from:
•	 IED	Capability	Description	(ICD)	file:	It	defines	complete	capabil-

ity of an IED. The file contains a single IED section, an optional 
communication section and an optional substation part which 
denotes the physical entities corresponding to the IED.

•	 System	 Specification	 Description	 (SSD)	 file:	 This	 file	 contains	
complete specification of a substation automation system includ-
ing single line diagram for the substation and its functionalities 

•	 DNP3	2010:	(IEEE	Std	1815.	2010)	Distributed	Network	Protocol	standard	for	electric	

power systems communications 

•	 IEC	60870-5:	Defines	systems	used	for	telecontrol	(SCADA)	in	electrical	engineering	and	

power system automation applications

•	 IEC	61850:	Design	of	electrical	substation	automation

•	 IEC	62351:	Information	Security	for	Power	System	Control	Operations	(defines	the	

security for IEC 61850) 
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Figure 5: Overview of IEC 61850 - functionality and associated communica-
tion profiles.

IEC 61850 totally separate items/objects and services from the protocol 
being	used.	This	‘abstraction’	of	the	data	objects	(Logical	Nodes	(LN)	
in part 7.4 of the standard) and services (part 7.2) have the advantage 
that it allow mapping via any protocol that can handle the content of 
this objects and services. In part 7.3 of the standard, the CDCs (Com-
mon	Data	Classes)	are	defined	that	make	up	each	LN.	The	common	
pieces are items like Status, Control, Measurement and Substitution. 
That	 means	 that	 a	 LN	 will	 be	 a	 grouping	 of	 these	 CDC’s	 that	 are	
relevant	to	the	type	of	LN.	An	MMXU	(3	phase	power	measurement)	
will for instance not have the Control Data Class, but a XCBR (Circuit 
Breaker) will have a Control CDC. There are CDCs for status informa-
tion, measured information, controllable status information, control-
lable analogue set point information, status settings, and analogue 
settings. Each CDC has a defined name and a set of CDC attributes 
each with a defined name, defined type, and specific purpose.

Then, this abstract model is mapped to a specific protocol stack in 
section	IEC	61850-8-1	based	on	MMS	(ISO9506),	TCP/IP,	and	Ethernet.	
In the process of mapping the IEC 61850 objects to MMS, IEC 61850-
8-1 specifies a method of transforming the model information into a 
named MMS variable object that results in a unique and unambiguous 
reference for each element of data in the model. 
For instance, suppose that you have a logical device named ‘Relay1’ 
consisting of a single circuit breaker object is mapped to an MMS domain:

IEC 61850 Objects MMS Object

SERVER	class Virtual	Manufacturing	Device

LOGICAL	DEVICE	class Domain

LOGICAL	NODE	class Named	Variable

DATA class Named	Variable

DATA-SET class Named	Variable	List

SETTING-GROUP-CONTROL-BLOCK	class Named	Variable

REPORT-CONTROL-BLOCK	class Named	Variable

LOG	class Journal

LOG-CONTROL-BLOCK	class Named	Variable

GOOSE-CONTROL-BLOCK	class Named	Variable

GSSE-CONTROL-BLOCK	class Named	Variable

CONTROL	class Named	Variable

Files Files

Table 1: IEC 61850 to MMS Object Mapping. 

(logical nodes). Contains (substation part, Data type templates 
and logical node type definitions but need not have IED section)

•	 Substation	Configuration	Description	(SCD)	file:	This	is	the	com-
bination of the previous files (ICD and SSD).

•	 	Configured	IED	Description	(CID)	file:	It	is	a	file	used	to	have	com-
munication between an IED configuration tool to an IED. It can be 
considered as an SCD file stripped down to what the concerned 
IED need to know and contains a mandatory communication 
section of the addressed IED.

•	 Instantiated	IED	Description	(IID)	file:	It	defines	the	configuration	
of one IED for a project and is used as data exchange format from 
the IED configurator to the system configurator. This file contains 
only the data for the IED being configured: one IED section, the 
communication section with the IED’s communication param-
eters, the IED’s data type templates, and, optionally, a substation 
section	with	the	binding	of	functions	(LNodes)	to	the	single	line	
diagram.

 Figure 4: How a Logical Name is constructed in IEC 61850.

•	 System	 Exchange	 Description	 (SED)	 file:	 This	 file	 is	 to	 be	 ex-
changed between system configurators of different projects. It 
describes the interfaces of one project to be used by another 
project, and at re-import the additionally engineered interface 
connections between the projects. It is a subset of an SCD file with 
additional engineering rights for each IED as well as the ownership 
(project)	of	SCL	data.	The	above	files	in	an	XML	format,	gives	a	
complete system description.

Protocol suite

If one looks at the protocol suite that is available to IEC 61850, all of 
them	are	based	on	the	availability	of	broadband	technologies.	Low	
speed serial links is by definition not part of this protocol. The number 
of options is impressive, and equipment to merge data, to put IEC 
61850 wrappers around legacy equipment supporting older protocols 
is available. Thus, given that the network requirements are solved, 
older substations can be retrofitted, although some of the power 
mentioned in the previous paragraph will be lost.
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Figure 6: IEC 61850 substation Network.

GOOSE and GSSE

Sampled	values	over	the	IEC	61850-9.2	(ISO/IEC	8802-3),	is	of	particular	
importance	for	sensors,	as	suppliers	of	new	generation	sensors	(VTs	
and CTs), can interface their equipment via merging units to IEDs 
that use the values. The IEC 61850 standard makes sending of fast 
response data available via the Generic substation Events (GSE) for 
a peer-to-peer communication mode. This is again subdivided into 
GOOSE	&	GSSE.	GOOSE	data	 is	directly	embedded	 into	Ethernet	
data packets and works on publisher-subscriber mechanism on 
multicast or broadcast MAC addresses. Enhanced Retransmission 
mechanisms	-	the	same	GOOSE	message	is	retransmitted	with	vary-
ing and increasing re-transmission intervals. A new event occurring 
within	any	GOOSE	dataset	element	will	result	in	the	existing	GOOSE	
re-transmission message being stopped. A state number within the 
GOOSE	 protocol	 identifies	 whether	 a	 GOOSE	 message	 is	 a	 new	
message or a retransmitted message. This is especially important 
for control actions. GSSE messages are transmitted directly over 
IEC/ISO	 8802-2	 and	 8802-3	 using	 a	 similar	 mechanism	 to	 GOOSE	
messages (refer IEC 61850-7-1 Clause 12.2, IEC 61850-8-1 Clause 
6.4).	As	the	GSSE	format	is	simpler	than	GOOSE	it	is	handled	faster	
in some devices. GSSE is being progressively superseded by the use 
of	GOOSE	and	support	for	it	may	eventually	disappear.	GOOSE	has	
been designed to be fast and reliable over the substation process bus. 
Tests by KEMA between different vendors simulated, showed that 
reliable	tripping	of	breakers	were	accomplished	using	the	GOOSE	
messages between for instance two different IEDs on the process bus. 
The	fault	condition	were	detected,	and	communicated	over	GOOSE	
on Ethernet within specification which for IEC 61850 is within 4 ms.

A primary drive with IEC 61850 is to push the control intelligence 
in the network toward the remote device, and to use standard com-
munication protocols. If IEC 61850 is used correctly, it will simplify 
system and device (data) engineering and integration, and make 
re-use models interoperability between different vendors system 
available. A crucial design rule to follow with IEC 61850 is thus proper 
modeling and consistent configuration of the system, application 
objects,	and	the	exchange	of	I/O	and	Meta	data.	If	these	guidelines	
are used, the true value of IEC 61850 can be realised in terms of easy 
of implementation, expansion and scalability to name a few.

A similar, but longer list exists for the service mapping and a short-
ened extraction is shown in Table 2.

IEC 61850 Services MMS Services

Command-Termination Write

CreateDataSet CreateNamedVariableList

DeleteDataSet DeleteNamedVariableList

DeleteFile FileDelete

GetAllDataValues Read

GetDataDefinition GetVariableAccessAttributes

GetDataDirectory GetNameList

GetDataSetDirectory GetNameList

GetDataSetValues Read

GetDataValues Read

GetFile FileOpen/FileRead/FileClose

GetFileAttributeValues FileDirectory

Operate Write

Select Read/Write

SelectWithValue Read/Write

SetDataSetValues Write

SetDataValues Write

SetFile ObtainFile

TimeActivated-Operate Write

Table 2: IEC 61850 partial service mapping.

Because the data objects and messages are independent of each other, 
IEC 61850 can support web services (IEC 61400-25-4).

Process bus

The process bus is a dual redundant fibre 100 Mb Ethernet network.
The process bus has been proven to hold huge advantages in sub-
station automation well known suppliers of substation equipment 
(protection relays, optical current and voltage measurement devices, 
billing meters, auto-reclosers, circuit breakers, tap-changers and 
capacitor banks, have already been tested to communicate to a new 
IED called a merging unit (MU). These merging units can be any-
thing from already mentioned equipment to an RTU that is able to 
talk IEC 61850, and that can use all the measurements, controls and 
information for bigger picture scenarios like energy management, 
power factor correction and voltage control. The advantage of this 
is that a user can use different suppliers measuring equipment, and 
via the process bus, supply the measurements simultaneously to the 
protection relay and the billing meter.
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Security

The IEC TC57 WG15 on Security Standards for data communications 
within the Power Industry is responsible for IEC 60870-5, its deriva-
tive DNP, ICCP and IEC 61850. These are published in the documents 
listed below. 
IEC 62351 Parts 3 - 6 are titled:
•	 IEC	62351-3:	Communication	Network	and	System	Secu-

rity:	 Profiles Including TCP/IP (these security standards cover 
those profiles used by ICCP, IEC 60870-5 Part 104, DNP 3.0 over 
TCP/IP, and IEC 61850 over TCP/IP)

•	 IEC	62351-4:	Communication	Network	 and	System	Se-
curity:	Profiles Including MMS (these security standards cover 
those profiles used by ICCP and IEC 61850)

•	 IEC	62351-5:	Data	 and	Communication	Security:	 Secu-
rity	for IEC 60870-5 and Derivatives (ie DNP 3.0) (these security 
standards cover both serial and networked profiles used by IEC 
60870-5 and DNP)

•	 IEC	62351-6:	Data	and	Communication	Security: Security for 
IEC 61850 Profiles (these security standards cover those profiles in 
IEC	61850	that	are	not	based	on	TCP/IP	–	GOOSE,	GSSE,	and	SMV)

Workgroup 15’s draft documents were first presented in 2005, and are 
thus by no means new standards. The different security objectives 
include authentication of data transfer through digital signatures, 
ensuring only authenticated access, prevention of eavesdropping, 
prevention of playback and spoofing, and intrusion detection. The 
IEC did not get IEC 61850 right the first time, and many specifications 
had to be revised as industry gave more inputs. In Edition 2 (Edition 
3 already being prepared), many changes, of which only a few are 
listed below, were included.
•	 Device	models	–	added	hydro-electric,	wind,	distributed	energy	

resource, and power quality
•	 Expanded	the	length	of	object	names	to	128	characters	(64	was	

just too small)
•	 Added	‘service	tracking’	to	replace	monitoring	of	output	changes
•	 Defined	communication	redundancy	for	systems	which	cannot	

endure any data loss upon failures
•	 Defined	security	mechanism	for	IEC	61850
•	 Defined	a	mechanism	to	declare	multicast	subscriber	information	

(GOOSE	and	sampled	values)
•	 Removed	the	old	‘UCA	GOOSE’	(IEC	GSSE)	from	the	standard
•	 Defined	named	enumerations	distinct	 from	countable	 integers	

(big step forward)

Some vendors have not yet brought out ruggedised and environ-
mentally compliant network systems that can be used in power sub-
stations. These systems have to function in high voltage and surge 
environments where EMI immunity will be determined by choosing 
optimal combinations of voltage regulators and current-limiting resis-
tors to drive networks in these environments. Users normally only 
look for the ITU certifications, but forget about the electromagnetic 
certifications required.

Conclusion

In conclusion, the topic chosen is extensive, and certain topics have 
not been extensively covered if at all. The three topics are part of 
extensive documents and multiple day presentations combined with 
workshops to clarify, and there is a wealth of experts and documents 
ranging from expert/consultant presentations, vendor prepared 
explanations, a multitude of specifications and technical articles in 
magazines and on the internet.

Abbreviations

ACSI - Abstract Communication Service Interface
ASDU – Application Service Data Unit
CDC – Common Data Classes
CID – Configured IED Descriptor
CT – Current Transformer
DNP – Distributed Network Protocol
EPRI – Electric Power Research Institute
ESD – Embedded Systems Design
GOOSE	-	Generic	Object	Oriented	Substation	Event
GPS – Global Positioning System
GSSE - Generic Substation State Event
I/O	–	Input/	Output
ICCP – Inter Control Centre Protocol
ICP – Internet Cache Protocol
IEC - International Electrotechnical Committee
IED – Intelligent Electronic Device
IEEE – Institute of Electrical and Electronics Engineers
IID – Instantiated IED Description
IOA	–	Information	Object	Address
ISO	–	International	Standards	Organisation
LLC	–	Logical	Link	Control
LN	0	–	IEC	61850	–	Logic	Node	item	0
MAC – Media Access Control (Address)
MMS - Manufacturing Messaging Specification
MMXU – IEC 61850 – 3 Phase Power Measurement
MU – Merging Unit
NIST - National Institute of Standards and Technology
PSTN – Public Switched Telephone Network
PUCC – Power Utility Control Centre
RTU – Remote Terminal Unit
SCADA – Supervisory Control and Data Acquisition
SCD – Substation Configuration Description
SCL	-	Substation	Configuration	Language	(XML	based)
SED – System Exchange Description
SNTP - Simple Network Time Protocol
SSD – System Specification Description
TCP/IP – Transmission Control Protocol/ Internet Protocol
TLS	-	Transport	Layer	Security	
UCA – Utility Communications Architecture
UTC - Coordinated Universal Time
UUID - Universally Unique Identifier
VMD	-	Virtual	Manufacturing	Device
VT	–	Voltage	Transformer
WITS - Water Industry Telemetry Standards
XCBR – IEC61850 Tag for Circuit Breaker
XML	-	eXtensible	Markup	Language
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