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In home and business environments Ethernet is used for a wide 
variety of applications, including Internet access, file and printer 
sharing, CCTV and home automation. When one considers that 

the internet is, in essence, a worldwide Ethernet network, we can 
see that Ethernet is the basic communications technology for other 
modern essential applications, such as email or VoIP (Voice over IP). 
Even businesses that link remote sites together to form a single logical 
network using VPN (Virtual Private Networks) across the Internet are 
in essence simply extending the Ethernet network. This widespread 
use of Ethernet across the whole world can lead us to the conclusion 
that Ethernet is expected to be around for many years to come.

In a home or general office environment, small delays or down-
time on the network are not critical, and so in these cases networks 
are often very simple and straightforward. However when one is using 
Ethernet for the communication network for an industrial, military 
or utility network, any amount of downtime can often mean loss of 
income as well as possible danger to life or assets. For instance if 
the network is being used for the control of the air circulation in an 
underground mine or if loss of communications means that certain 
sections of the site will have to shut down. In applications such as 
these having a stable, reliable network is absolutely crucial. For 
this reason a full understanding of the workings of Ethernet and 
the functionality involved is essential when planning, installing and 
configuring a network.

One of the first things to understand about Ethernet is that it is 
built upon some basic building blocks, which are maintained by the 
IEEE (Institute of Electrical and Electronics Engineers). This means 
that all devices that conform to these basic standards will have 
interoperability with each other. When selecting which hardware to 
use, careful attention must be paid to the standards that the hard-
ware conforms to, and that all functionality that will be required in 
your network is catered for by the hardware. For instance if you are 
planning on setting up VLANs for logical network segmentation then 
the hardware must support IEEE Standard 802.1Q. Another point to 
pay attention to at this stage is that many vendors offer their own 
proprietary implementation of various functions. For instance many 
vendors offer a proprietary redundancy protocol. Redundancy is a 

key point in mission critical networks, however using a proprietary 
redundancy protocol means that you will always be vendor locked for 
your network hardware. For this reason it is always better to make sure 
that the equipment can provide functionality according to the world 
standards, or that the proprietary protocol in question is backwards 
compatible with open standards.

The next step that we want to look at is the physical installation of 
hardware. There are some key points that must be adhered to when 
installing the hardware. When installing in an industrial or utility 
environment, an important point is to avoid EMI (Electro-Magnetic 
Interference) as much as possible. EMI is produced by electrical 
currents, the stronger the current the worse the interference will be. 
The best rule of thumb is to avoid putting hardware too close to high 
power machinery or power lines. Another key point here is to also 
avoid lying copper cabling parallel to electrical cabling, and if this is 
unavoidable to keep at least 10 cm distance between the data and 
power cables. Power cables produce high amount of EMI due to the 
currents travelling along them, and can cause network slowdowns 
or even complete communication failure.

EMI is one of the most common environmental hazards to data 
communications, but there are other environments that will require 
more specialised hardware protection. In some sites dust or humid-
ity is a problem, and exposed PCBs (Printed Circuit Boards) could 
be damaged or have their operating lifetime reduced by corrosion 
or wear. For sites such as these conformal coating of the units is 
recommended. Conformal coating provides a layer of resin over the 
boards, which prevents the circuitry from coming into direct contact 
with the atmosphere, and can extend the lifetime greatly of PCBs in 
these kinds of environments. Another aspect to keep in mind with 
the hardware installation is the temperature of the install site. Make 
sure that the hardware is rated to work under extreme temperatures 
if this is relevant to the install site.

Now we will look at the configuration of the hardware. Specific 
configurations will obviously depend on the requirements and the 
planned layout of the logical network, but some configuration points 
will be similar between different sites. The next step when designing or 
upgrading a network is to look at the subnet design and IP allocations. 
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Plans must be made for there to be enough available IP addresses 
in the subnet pool for all devices that are going to be on the network. 
Subnets and VLANs (Virtual Local Area Networks) must be properly 
designed and allocated to allow all necessary traffic to pass between 
devices, whilst limiting the amount of non-essential traffic travelling 
to these devices. Take an example where most of the IT department 
does not need to speak to devices on the production network and vice 
versa, but with a couple of machines on the IT side that would need 
to collect data from a couple of machines on production. In this case 
the two networks can be logically separated with a firewall allowing 
only relevant data through, rather than flooding the whole network 
with said data.

Another key step in designing and configuring the network is 
proper redundancy. Redundancy comes in many forms, from hard-
ware redundancy (keeping spares available, dual power supplies on 
units etc.) to cable redundancy (using a redundancy protocol such as 
RSTP (Rapid Spanning Tree Protocol) to prevent a single cable break 
from breaking communications between different segments of the 
network). Redundancy must be planned and implemented to provide 
a strong, stable network.
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Along with these two common configuration points are a wide 
selection of other protocols providing various functionality. Some, 
all or none of these may be used depending on the requirements. 
For instance with highly time sensitive applications, such as seismic 
monitoring or synchophasor readings, protocols such as PTP (Preci-
sion Time Protocol – Provides sub micro-second synchronisation 
of devices on the network) and traffic prioritisation (determines 
which traffic gets priority out of switches) would be considered and 
implemented if needed. In a network with large amounts of data for 
various applications, one could consider MSTP (Multiple Spanning 
Tree Protocol) rather than just RSTP as the redundancy protocol. 
MSTP provides redundancy as well as load balancing of data across 
different redundant links.

Conclusion

So as we can see, Ethernet is the perfect solution for automating utility 
and industrial sites, however correct planning and thought must go 
into the solution, from the hardware that you purchase for the project, 
to the installation of the hardware, and on to the actual configuration 
and logical setup of the network. A strong stable network is crucial 
to the stable running of a site with minimal downtime, as if the net-
work fails the rest of the site will not be far behind as devices lose 
connection to each other. The network planning and implementation 
should not be taken lightly, as it will form the foundation for future 
growth requirements. 

Abbreviations

CCTV – Closed Circuit Television
EMI – Electro Magnetic Interference
IEEE – Institute of Electrical and Electronics Engineers
IP – Internet Protocol
IT – Information Technology
MSTP – Multiple Spanning Tree Protocol
PTP – Precision Time Protocol
RSTP – Rapid Spanning Tree Protocol
VLANS – Virtual Local Area Network
VoIP – Voice over IP
VPN – Virtual Private Networks
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